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OIIPEJAEJIEHUSA

B HacTosiieM 10KyMEHTE HCTIONb3YIOTCS CIAeAYIOUINE TEPMUHBI U UX OMPEICIICHUS.

ABTOMATHU3HPOBAHHASI CHCTEMA — CHCTEMa, COCTOSIAs M3 IMepcoHaja U KOMIUIEKca
CPEACTB aBTOMATHM3allMU €ro JESATEIbHOCTH, pean3yomas HHQOPMAIMOHHYI0 TEXHOJIOTHIO
BBITOJIHEHUS YCTaHOBJICHHBIX (DYHKIIUH.

AyTeHTHGUKANUS OTHPABUTENS JAAHHBIX — IOATBEPXKICHUE TOrO, YTO OTIIPaBUTEIb
MOJIYYE€HHBIX JAHHBIX COOTBETCTBYET 3asIBICHHOMY.

Be3onacHocTh MNepPCOHANBHBIX [JAHHBIX — COCTOSIHME 3aIIMIIEHHOCTH IEePCOHATbHBIX
JaHHBIX,  XapaKTepU3yeMoe  CIIOCOOHOCTHIO  MOJb30BaTeNel, TEXHHYECKUX  CPEACTB U
MH(OPMAIIMOHHBIX TEXHOJOIMH 00ecneunTh KOH(QUAECHLIUATbHOCTb, IIEJIOCTHOCTh U JIOCTYMHOCTb
MEePCOHATBHBIX JAHHBIX MPU UX 00paboTKe B MH(OOPMAIIMOHHBIX CUCTEMaX MEPCOHANbHBIX JTaHHBIX.

BiokupoBanue mnepcoHANbHBIX JAHHBIX — BpPEMEHHOE IMpekpaileHue  cOopa,
cUCTeMaTHU3allii, HAKOIUIEHUS, MCIIOJIb30BaHMsI, PACIPOCTPAHEHUS MEPCOHATIBHBIX JTAHHBIX, B TOM
qyCclie UX NepeladH.

Bupyc (KoMnbHOTEpHBbIH, NPOrPaMMHBbINH) — HCIHOJHAEMbIA NPOrPAMMHBIA KOJ HWIIU
UHTEPIPETUPYEMBId HA0Op WHCTPYKIUH, OONagaronuii CBOWCTBAMHU HECAHKIIMOHUPOBAHHOTO
pacnpocTpaHeHus U camoBocnpousBeneHus. Co3laHHble TyOIMKaThl KOMIIBIOTEPHOTO BUpyca HE
BCEI/la COBIAJIAIOT C OPUTHHAIOM, HO COXPAHSIOT CIIOCOOHOCTH K JTalbHENIIIEMY paclpoCTPaHEHUIO
Y CaMOBOCIIPOM3BEACHHUIO.

BpenonocHass mporpamMmma — nmporpamMma, MpeJHa3HaueHHas [JJIs  OCYIIECTBJIEHUS
HECaHKI[MOHUPOBAHHOTO JIOCTyNa U (WJIM) BO3ACWCTBUS HAa MEPCOHAJbHBIE JAHHBIE WM PECYPChI
MH(OPMAITMOHHOM CUCTEMBI IEPCOHATBHBIX JAHHbBIX.

BenomorarenbHble TeXHHYECKHE CpeICcTBa M CHCTEMbl — TEXHUYECKHE CpENCTBA U
CHCTEMBI, HE TMpenHa3HaueHHbIE Ui Tepenadyd, oOpabOTKU M XpaHEHUs MEepPCOHATbHBIX TaHHBIX,
yCTaHaBIMBAaEMbI€ COBMECTHO C TEXHUUECKUMU CPEJCTBAMH M CHCTEMaMH, MTpelHa3HAYeHHBIMU IS
00pabOTKH MEepPCOHATIbHBIX JAHHBIX WM B MOMEUIEHHSX, B KOTOPBIX YCTAHOBJIEHbI MH(POPMAIMOHHbIE
CHCTEMBbI IEPCOHATIbHBIX JaHHBIX.

Joctyn B ONEpanMOHHYI0 cpeAy KOMIbHTepa (MHGOPMALMOHHON CHCTEMbI
NEePCOHATBHBIX JAHHBIX) — IOJyYE€HHE BO3MOXKHOCTH 3allyCKa Ha BBIIOJHEHHE IITaTHbIX KOMaHJ,
(GYHKUMHA, TpOLENyp OMEPalMOHHON CHCTEMbl (YHUUTOKEHUS, KOMHUPOBAHMS, IMEpEMELICHUs] U T.IL.),
UCTIONHSAEMBIX (haiilIoB PUKIIATHBIX MIPOTPaAMM.

Joctyn Kk HHGOPMALIMH — BO3MOXKHOCTb IOTy4eHHUs HH(OOPMALIMH U €€ UCTIOJIb30BaHMS.

3akJ1ajouHOe YCTPOMCTBO — 3JIEMEHT CPEACTBa CheMa MH(OPMAIMH, CKPBITHO BHEAPSEMBIN

(3aKnapIBacMbIi T BHOCHMBIN) B MECTa BO3MOYKHOTO CheéMa MH(pOpMAIu (B TOM YUCIIE B OTPaKICHHUE,



KOHCTPYKIIMIO, 000pYZIOBaHKE, MPEIMEThl MHTEPhEpa, TPAHCIIOPTHBIE CPENICTBA, a TAKKE B TEXHUUECKHE
CPEJICTBA U CUCTEMBI 00pabOTKH MH(pOPMAIIHN).

3amumaemass uHdopmauusa — uHbOpMAIMS, SBISIONIAACS TPEIMETOM COOCTBEHHOCTH H
MOJTIeXKAIAsl 3alUTe B COOTBETCTBHU C TPEOOBAHMSAMM IPABOBBIX JIOKYMEHTOB MM TPEeOOBAHUSIMY,
YCTaHABIIMBAEMBbIMU COOCTBEHHUKOM MH(OPMAITUH.

HNnenTtudukanus — npucBOGHUE CYOBbEKTaM M OOBEKTaM JIOCTyNa HieHTH(UKaropa U (M)
CpaBHEHHE NPEABSBIISIEMOr0 HACHTU(HUKATOPA C IEPEUHEM ITPHUCBOCHHBIX HACHTH(PHKATOPOB.

NudopmaTuBHBI CUTHAJ — 3JIEKTPUYECKUE CUTHAJIBI, aKyCTUYECKUE, SJICKTPOMArHUTHBIE U
npyrue (Qu3MuecKue TOoJs, IO TapamerpaM KOTOpbIX MOXKET OBITh pacKpbiTa KOH(HICHIHAIbHAS
nHpopMarms (TepCOHATIBFHBIC JAHHBIC) 00padaThiBacMas B HMH(OPMAIMOHHON CHCTEME TePCOHATBHBIX
JIaHHBIX.

HNudopmanuonnasi cucrema mnepcoHajJbHbIX AaHHbIX (MCII[AH) — unpOpmanmoHHas
cUCTeMa, MpeacTaBisionas co0oil COBOKYITHOCTh NMEPCOHANBHBIX JTAHHBIX, COJEpKaIINXcsa B 0aze
JaHHBIX, a TaKkKe HWH(POPMAIMOHHBIX TEXHOJIIOTHH ¥ TEXHHYECKUX CPEICTB, ITO3BOJISIOLINX
OCYIIECTBIISATh O0pabOTKY TaKWX TMEPCOHAIBHBIX JAHHBIX C HCIIOJNB30BAHUEM CPEICTB
aBTOMATH3allMM WU 0e3 HUCHOJBb30BaHUS TaKUX CPEICTB, HCIHOJb3yemas B 00pa3oBaTeIbHOM
YUPEKICHUH.

HNudopmanuoHHbIe TEXHOJIOTHH — TIPOIIECCHI, METO/IBI TTOVMCKA, cOOpa, XpaHeHwsI, 00pabOTKH,
MPEIOCTABIICHNS], PACIPOCTPaHEHUsT MH(OPMAIMM U CIOCOOBI OCYHIECTBIIEHUS TaKUX IPOLECCOB U
METO/IOB.

Hcnoab3oBanne NepcOHANBHBIX JAHHBIX — JIeHCTBUS (ONEpaluu) ¢ NEepCOHATbHBIMU
JaHHBIMH, COBEpIIAeMbIE OMEPAaTOPOM B HENSAX TNPUHATHS PEIICHWHA WA COBEPIIEHUS HHBIX
JEWCTBUH, MOPOXKIAOIINX FOPUINYECKHE TOCIEACTBHS B OTHOIIEHHH CyOBEKTa MEPCOHAIBHBIX
JAHHBIX WM APYrUX JMIl JU00 HMHBIM 00pa3oM 3aTparuBarollMX IMpaBa M CBOOOABI CyOBEKTa
MEePCOHANBHBIX JaHHBIX WU APYTUX JIHII.

Hcrounnk yrpo3sl G6e3onacHocTH MH(OPMAIUH — CYOBEKT JOCTYIA, MaTepUalbHbI OOBEKT
WK (pUBHYEecKoe SBIIEHNE, SBIISIOIIMECS TPUYHMHON BOSHUKHOBEHHS YTPO3bl 6€301aCHOCTH HHPOPMAIUH.

KonTposaupyemasi 30Ha — IPOCTPAaHCTBO (TEPPUTOPHS, 3aHUE, YacTh 3/1aHKs, MOMEIIEHUE), B
KOTOPOM HCKIIFOYEHO HEKOHTPOJIMpYyeMOe MpeOblBaHUE ITOCTOPOHHMX JIMIl, a TaKke TPAHCIOPTHBIX,
TEXHIYECKHX F HHBIX MAaTEPUATHHBIX CPEIICTB.

KonpuaeHInaJlbHOCTh MNEPCOHATBHBIX [JaHHBIX — 00s3aTEIbHOC JUIS  COOIONICHUS
OIepaToOpOM MJIM UHBIM MOJYYHBILHM JIOCTYII K TIEPCOHATBHBIM JJAHHBIM JIMIIOM TpeOOBaHUE HE JIOITYCKATh
UX pacnpocTpaHeHust Oe3 cornacus CyObeKTa IMEpCOHANBHBIX JAHHBIX WM HATMYUS WHOTO 3aKOHHOTO
OCHOBAHMSI.

Me:xceTeBoil IKpaH — JOKAIbHOE (OJHOKOMITOHEHTHOE) WiH (DYHKIMOHAILHO-PACTIPEICIICHHOS

MporpamMMHOE (IIPOrpaMMHO-AITIAPATHOE) CPEICTBO (KOMILIEKC), peaTu3yroliee KOHTPOIb 3a MH(OpMaIIHeH,
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MOCTyMaomed B WH(DOPMAIMOHHYIO CHUCTEMY TEPCOHATBHBIX JaHHBIX U (WIM) BBIXOSIICH W3
UH()OPMAITMOHHON CUCTEMBI.

Hapymmresb 0€30MacHOCTH MEPCOHAJIBHBIX JAHHBIX — (DM3UUECKOE JIMIO, CIy4daiHO WIH
MpeHAMEPEHHO COBEpLIAIOIIee JICUCTBUS, CJIEICTBUEM KOTOPBIX SIBJISIETCS HapyllleHHe Oe30MacHOCTH
TMIEPCOHATBHBIX JIAHHBIX TPU MX O00pabOTKEe TEXHHMYECKUMH CpPEIICTBAMH B HH(OPMAIMOHHBIX CHUCTEMAax
MIEPCOHATBHBIX JAHHBIX.

HeaBTomMaTu3upoBaHHass  0o0pa0doTka  MEPCOHANBHBIX  JaHHBIX —  00paboTka
MEPCOHANBHBIX JIaHHBIX, COJEPKAIIMXCA B HHPOPMAIMOHHOM CHCTEME MEPCOHANbHBIX JaHHBIX
00 W3BIIEYEHHBIX M3 TaKOM CHCTEMBI, CUMTAETCSl OCYIIECTBICHHONW 0€3 MCIOJIb30BaHUS CPECTB
aBTOMaTHU3aIMHU (HEaBTOMAaTU3UPOBAHHON), €CJIM TaKWe JIEUCTBHS C MIEPCOHAIBHBIMU JTAHHBIMU, KaK
WCIIOJIb30BaHUE, YTOYHEHHE, pACHpOCTpaHEHUE, YHUYTOKEHHWE TEPCOHAIbHBIX JAHHBIX B
OTHOIICHUH KAXJIOTO0 U3 CyYOBEKTOB IMEPCOHAJIbHBIX JaHHBIX, OCYIIECTBISIOTCA MpHU
HEIMOCPEICTBEHHOM YYacTUH Y€JIOBEKa.

HenexnapupoBanHble  BO3MOXKHOCTH —  (DYHKIIMOHAJIbHBIC ~ BO3MOXXHOCTH  CPEICTB
BBIYMCIIUTEIILHOW TEXHHUKHU, HE ONMCAHHBIC WM HE COOTBETCTBYIOIIME OMMCAHHBIM B JOKYMEHTAIIWH, TIPU
UCIIOJIb30BaHUH KOTOPBIX BO3MOKHO HapyIleHHe KOH(DUICHIIMAILHOCTH, JOCTYITHOCTU WX LIEIIOCTHOCTH
oOpabaTbIBaeMOi HH(DOpMAITUH.

HecaHKIIMOHMPOBAHHBIM J0CTYNl (HECAHKUMOHMPOBAHHBbIE [eWCTBHUS) — JOCTYNl K
vHpOpMAIMA WM JISUCTBUSI ¢ HH(GOpMAIME, HapyIIaloNMe MpaBuja pasrpaHuueHHs JOCTyma ¢
WCTIOJIb30BaHUEM  INTATHBIX  CPEACTB,  MPEAOCTABIAEMBIX  WH(MOPMALMOHHBIMH  CHUCTEMaMH
MEPCOHAJIbHBIX TAHHBIX.

Hocurens wunpopmammm — ¢uznueckoe MO WIM MaTepUaIbHbIE OOBEKT, B TOM YHCIIE
(bu3ryecKoe 1nosie, B KOTOpoM WH(OpMaIst HAXOAUT CBOE OTPAKEHHE B BHJIE CUMBOJIOB, 00pa30B, CUTHAJIOB,
TEXHUYECKUX PEIIeHUI 1 MPOLIECCOB, KOTMIECTBEHHBIX XapaKTEPUCTUK (GU3NUECKUX BETUUHH.

O0e3MuuBaHUe TMEPCOHAJIBHBIX [JAaHHBIX — JCHCTBUSA, B pe3yJbTare KOTOPBIX
HEBO3MOXKHO OINPEACINUTh TMPUHAIICKHOCTh TEPCOHATBHBIX JaHHBIX KOHKPETHOMY CYOBEKTY
MePCOHAIIbHBIX TAHHBIX.

O0padoTKa MepCOHANBHBIX JAHHBIX — JICUCTBUS (OMepalyi) ¢ MEePCOHATHHBIMU JIaHHBIMHU,
BKIIIOYAsi CcOOp, CHCTEMAaTW3allMI0, HAKOIUICHWE, XpaHeHWe, YTodHeHue (OOHOBIICHHE, W3MEHEHHE),
WCIIONTK30BaHNE, paclpocTpaHeHne (B TOM 4YHCIE TMepenady), OOe3MYuBaHHe, OJIOKMpPOBAHUE,
YHHUTO)KEHUE TIEPCOHATIHHBIX TaHHBIX.

OOumeocTynHbie  NMEpPCOHAJbHBbIE JIaHHbIC — [IEPCOHAIbHBIE  JAHHBIE,  JIOCTYII
HEOTPAHMYEHHOTO Kpyra JIMIl K KOTOPBIM MPEIOCTaBIEH C COTJacHus CyOBEeKTa MEepCOHATBHBIX
JAaHHBIX WJIK Ha KOTOpPbIE B COOTBETCTBUHM C (efepalbHbIMU 3aKOHAMU HE paclpOCTpaHsSeTCs

TpeboBaHuE COOIOICHUS KOHPUACHITNATHHOCTH.



Oneparop (mMepcoHAJBLHBIX JAHHBIX) — I'OCYJAPCTBEHHBIM OpraH, MyHMLIMIAIBHBIM Opra,
IOpUAMYECKOe WM  (PU3UYECKOE JIMIIO, OpraHu3yiomiee u (W) OCYIIECTBISIOIIEE 00paboTKy
NEPCOHAIBHBIX JaHHBIX, & TAKKE ONpPENEIIOIIME LEIM U COofepKaHue OOpabOTKM MNEepCOHAIbHbBIX
JAHHBIX.

IlepexBat (MHoOpManmun) — HEMIPABOMEPHOE MOJIyYeHHE HHPOPMALIUU C HCTIOIb30BaHUEM
TEXHUYECKOTO CPEJCTBA, OCYLIECTBIISIOMIEI0 OOHApYKEeHHE, TPHEeM B 00paboTKy MH(OPMATHBHBIX
CUTHAJIOB.

IlepconanbHble JaHHBbIE — J100as MH(OpMAIMs, OTHOCAINAACS K OINPEIEIIEHHOMY WIIH
OIIpeIeIsIEMOMY Ha OCHOBAaHMM Takod MH(popManuu (Gpu3ndeckoMy Juny (CyObeKTY MepCOHAIbHBIX
JAHHBIX ), B TOM YHCJE ero (aMIIus, UMs, OTYECTBO, IO, MECAL, JaTa ¥ MECTO POXKICHUS, aJIpec,
ceMeiiHOe, COLMANbHOE, NMYIIECTBEHHOE IOJIOKEHHE, 00pa3oBaHue, mpodeccusi, T0X0abl, Ipyras
nHpopMarus.

IToGouHbIEe 3/1eKTPOMATHUTHBIE U3JIY4eHUS] 1 HABOAKHU — 3JICKTPOMArHUTHBIE U3Ty4EHUS
TEXHUYECKUX CPEACTB OOpabOTKH 3alMiaeMoil WHQOPMAIMH, BO3HHUKAIOIIME Kak IMOOOYHOE
SIBJICHNEC W BBI3BAHHBIC JSJIEKTPUUECKUMH CHTHAJIAMH, JEHCTBYIOIIMMHA B HMX JJIEKTPHYECKUX H
MarHUTHBIX LEMsIX, a TaKKe DJCKTPOMArHUTHbIE HABOJKM 3THX CUTHAJIOB HAa TOKONPOBOJALINE
JIMHUU, KOHCTPYKLIMU U LIETI ITUTaHUSL.

I[MoauTHKa  «YUCTOTO  CTOJNA» — KOMIUIEKC  OpPTaHU3aI[MOHHBIX  MEPOIPHUATHH,
KOHTPOJMPYIOMIUX OTCYTCTBHE 3alMCHIBAaHWS Ha OYMa)KHbIE HOCHUTENM KIIOUYeH W aTpuOyTOB
nocTyna (nmapoJieil) u XpaHeHus UX BOJIU3U 0ObEKTOB JOCTYIIA.

Ionb3oBaTenb HMHPOPMALMOHHOM CHCTEMBI IEPCOHANBHBLIX JAHHBIX — JIHILO,
ydacTBytomee B (PYHKIIMOHMPOBAHWN WH(POPMAIIOHHON CHCTEMBI MEPCOHATBHBIX JAHHBIX HIIH
HCIOJIb3YIOLIEE Pe3yNbTaThl €€ (PYHKIIMOHUPOBAHUS.

IIpaBuiia pa3rpaHMyeHusi A0CTYNA — COBOKYITHOCTb MPAaBUJI, PErIaMEHTUPYIOIIUX MpaBa
J0CTyna cyOBbeKTOB JJOCTYINa K 00bEKTaM JI0CTYTIA.

IIporpamMHuasi 3aKJiaika — KOJ[ IPOrPaMMBI, TIPEHAMEPEHHO BHECCHHBIH B MPOTPaMMYy C
[ENBI0  OCYIIECTBUTh YTEUKY, HW3MEHUTh, OJOKHPOBaTh, YHHYTOXXHTH WH(POPMALUIO WIH
YHUYTOXKUTh M MOJU(PHUIMPOBATH IpOrpaMMHOEe oOecreueHre HH(POPMALMOHHOW CHCTEMBI
NEPCOHAIBHBIX JAHHBIX U (MJIM) OJIOKUPOBATH alnapaTHBIE CPEJICTBA.

IIporpamMmmHoe (IporpaMMHO-MaTeMaTH4YeCKOe) BO31eiCTBHE — HECAHKIIMOHNPOBAHHOE
BO3/ICHICTBUE Ha PECypChl aBTOMATH3MPOBAHHOW MH(OPMAIMOHHOW CHCTEMBI, OCYIIECTBIIIEMOE C
HCIOJIb30BaHUEM BPEIOHOCHBIX ITPOTPaMM.

PackpbiTHe NEpPCOHAJBHBIX [JaHHBIX — YMBIIJICHHOE WM CIy4ailHOe HapylleHHe
KOH(HIEHIINATILHOCTH NEPCOHATIBHBIX JAHHBIX.

PacnpocTpaHeHne NnepcOHANBbHBIX JAHHBIX — JCHCTBUS, HAIpaBICHHbIE Ha Mepenady

IIEPCOHANBHBIX JIaHHBIX ONpPEAEIEHHOMY Kpyry Jull (Iepefada MepCOHAlbHBIX JAaHHBIX) WIM Ha
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O3HAKOMJICHHE C TIEPCOHAIBHBIMH JaHHBIMM HEOTPAaHMUEHHOTO Kpyra JIMI, B TOM YHCIE
00HapO/IOBaHNE MEPCOHAJBHBIX JAHHBIX B CPEICTBAX MaccOBOW HH(pOpMAIMM, pa3MelleHHE B
MH(OPMALIMOHHO-TEIIEKOMM YHUKAIIHOHHBIX CETSIX WJIU MPEJIOCTaBICHUE IOCTYIA K MEePCOHATbHBIM
JAHHBIM KaKHUM-TTHO0 UHBIM CIIOCOOOM.

Pecypc nHpopManmoHHON cHCTEMbI — HMEHOBAHHBIN 3JIEMEHT CUCTEMHOIO, ITPUKIAJTHOTO
WM anmapaTHoro odecneueHus pyHKIIMOHUPOBAHUS WH(POPMALIMOHHON CUCTEMBI.

CpencrBa BBIYHCJINTEIBbHON TEXHUKH — COBOKYITHOCTb IIPOIPAMMHBIX U TEXHMYECKUX
ANIEMEHTOB CHUCTEM 00PaOOTKH JIaHHBIX, CIOCOOHBIX (PYHKIIMOHHPOBATH CAMOCTOSITEILHO WIIK B COCTaBe
JIPYTUX CHCTEM.

Cy0bexkT aocryna (cy0beKT)— JMIO WIM MPOLECC, AEHCTBUSI KOTOPOIrO PeraaMeHTUPYIOTCS
IIpaBWJIaMU pa3rpaHUYEHUs JOCTYIIA.

TexHuyeckue cpeacTBa HHGPOPMALMOHHOI CUCTEMbI EPCOHAIBHBIX JAHHBIX — CPE/ICTBA
BBIYMCIIUTEIIFHON TEXHHUKH, NH()OPMALMOHHO-BBIYUCIIUTEIBHbBIE KOMILUIEKCHI U CETH, CPEACTBA U CUCTEMbI
nepemaun, npuemMa u oOpabotkm [1J[H (cpemctBa W CHCTEMBI 3BYKO3AIMCH, 3BYKOYCHJICHWS,
3BYKOBOCIIPOU3BE/ICHHS, TIEPETOBOPHBIE U TEJIEBU3UOHHBIE YCTPOICTBA, CPEICTBA U3TOTOBIICHUS], THPAKUPO-
BaHUsI IOKYMEHTOB U JPYrHe TEXHUYECKUE CpeIcTBAa 00PaOOTKH pedeBoid, TpauuecKoil, BUIeo- U OyKBEHHO-
1dpoBoit HH(MOPMAIH), IPOTPAMMHBIE CPEZICTBA (ONEPALIMOHHBIE CUCTEMBI, CUCTEMBbI YIpaBJIeHUs Oa3aMu
JTAHHBIX U T.IL.), CPEICTBA 3aIMTHI HH(OPMALIUH, IPIMEHSIEMbIE B UHPOPMAITHOHHBIX CUCTEMAX.

TexHuyeckuii KaHad yTeYKH HH(OPMALMMU — COBOKYIHOCTb HOCHTENS HH(opMalu
(cpenctBa 00pabOTKH), (PU3MUECKOM Cpebl pacrpoCTpaHeHUs MH(POPMATUBHOIO CUTHAA U CpPEJICTB,
KOTOPBIMHM JIOOBIBA€TCS 3alliiaeMast HHPOpMarHsl.

TpancrpannuHasi nepeaaya nepcoHaNbHBIX JAHHBIX — I1€peaya NEePCOHANBHBIX TaHHBIX
onepatopoM depe3 ['ocymapctBeHHyto rpanuny Poccuiickoit ®enepanuu opraHy BJIAacTH
MHOCTPAHHOTO TOCYAApCTBa, (PU3NYECKOMY WIIH IOPUINYECKOMY JIMILY HHOCTPAHHOI'O TOCYAapCTRa.

¥Yrpo3bl 0e30MacHOCTH MNMEPCOHAJBLHBIX JAHHBIX — COBOKYIMHOCTh YCIOBMH M (DaKTOpOB,
CO3JIAIONIMX OIMACHOCTh HECAHKIMOHMPOBAHHOTO, B TOM YHCJE CIy4allHOro, JIOCTYMa K IMEepCOHATbHBIM
JTaHHBIM, PE3yJIbTaTOM KOTOPOrO MOXKET CTaTh YHMYTO)KEHHE, M3MEHEHHUe, OJOKMpOBaHUE, KOMMPOBAHUE,
pacrpocTpaHeHe NEePCOHATBHBIX JAHHBIX, a TAKKE WHBIX HECAHKIMOHWPOBAHHBIX JEHUCTBUM NpHU HMX
00paboTKe B MHPOPMALIIOHHON CHCTEME MEPCOHATBHBIX JAHHBIX.

YHHMUTOXKEHHE TEePCOHAJBbHBIX JTAHHBIX — JIEHCTBUS, B PE3YJbTaTe KOTOPHIX HEBO3MOXKHO
BOCCTaHOBHUTB COJIEpKaHUE TIEPCOHANIBHBIX JIAaHHBIX B MH(OPMAIMOHHON CHCTEME MEePCOHATBHBIX JTAHHBIX
WJI B PE3YJIbTaTe KOTOPBIX YHUUTOXKAIOTCSI MaTe€pUaIbHbIE HOCUTEIN ePCOHANBHBIX JaHHBIX.

YTeuka (3ammmaeMoii) HHPOPMaNMHM 0 TEXHHYECKHM KaHAJIaM — HEKOHTPOJIMPYEMOE
pacrnpocTpaneHrie MH(pOPMAIMK OT HOCHTENS 3allMInacMoi HHGOpMaUK depe3 (PU3HMUECKYI0 Cpemy 0

TEXHUYECKOTO CPEJICTBA, OCYILIECTRIISIONIETO IepexBaT HH(OpMaLIUK.



YA3BUMOCTB — CI1a00CTh B CPEICTBAX 3aILHMTHI, KOTOPYIO MOXKHO MCIOJIB30BATh IS HApYILICHHS
CHCTEMBI WM Coiep Kallieiics B Heil nH(opMarImm.

IlesiocTHOCTL MHGOPMALMHU — CIIOCOOHOCTh  CPEACTBA  BBIUMCIMTENIBHON TEXHUKH MM
aBTOMAaTH3UPOBAHHOM CHCTEMBbI 00ECTIeUNBATH HEM3MEHHOCTh HH(OPMALMH B YCIIOBUSIX CITY4alHOTO W/WIH

MPEHAMEPEHHOTO CKKEHUSI (PaspyLLEHNUs ).



OBO3HAYEHUA U COKPAILLIEHU A

ABC — aHTHBUpYCHBIE CPEICTBA

AC — aBTOMaTHU3UpOBaHHas CUCTEMA

APM — aBroMati3upoBaHHOE pabouee MeCcTo

BTCC — BcnomorarenbHble TEXHUUECKHE CPEACTBA U CUCTEMBI
NCITIH — napOopMaIMoHHast CUCTEMA IMePCOHATBHBIX JaHHBIX
K3 — koHTpOnpyemas 30Ha

JIBC — nokasibHast BBIYUCIIUTEbHAS CETh

MD — mexceTeBol SKpaH

HC/] — HecaHKIIMOHMPOBAHHBIN JTOCTYII

OC — onepanoHHas cucrema

OV — o0Opa3zoBatenbHOE yUpEKICHUE.

[T/1H — mepcoHaIbHBIE JAHHBIE

[IMB — nporpaMMHO-MaTeMaTH4ECKOE BO3ICUCTBHE

I1O — nporpammHOe obecrieueHme

[IBMUH — noGo4HbIe AMEeKTPOMarHUTHBIE U3Ty4eHHUs U HABOJKU
CA3 — cucrema aHayin3a 3alllULIIEHHOCTH

C3U — cpexacrtBa 3amiuThl HHPOPMAIUH

C3I1n — cuctema (TIoacucTeMa) 3alIUThl IEPCOHANBHBIX JTAaHHBIX
COB — cucrema 0OHapyX eHHs BTOP)KEHUH

TKYU — Texnndeckue KaHaIbl yTeUKU UHOpMALN

TC — TexHMUeCKrE CpeCTBa

VYBII/IH — yrpo3b! 6€30MacHOCTH MEPCOHATBHBIX TAHHBIX

AWDB — aqMuHECTpaTOp MHPOPMALIMOHHOM O0€30MacHOCTH
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BBEJIEHUE

Hacrosmass ~ Konmenmuss ~ mH(GOpMaMOHHOK 0€3011aCHOCTH UCII/n, ucnonb3zyemasi B
MBOY «CIII Ne32y» (manee - OVY), sBisercss oQUIHATBLHBIM IOKYMEHTOM, B KOTOPOM OIpeeiIeHa
cUCTeMa B3TJIS0B Ha obecnieueHrne nHpopMannonHo 6e3omacuocta OY.

Hacrosimas Konnenuus onpenensier OCHOBHBIC 1SN U 33]a4H, a TaKKe OOIIYI0 CTPaTEruto
MMOCTPOCHUSI CHUCTEMBI 3aIUThl NepcoHanbHbIX AaHHBIX (C3 I1/In) OY. Konuenums ompenenser
OCHOBHBbIE TpeOoBaHMS M 0a30Bble MOAXOABl K UX pealu3aluu JUIsl JOCTHXKEHHs TpeOyeMoro
ypoBHs 6€30macHOCTH HH(POPMaIIUH.

Konnenmust paspaboraHa B COOTBETCTBHH C CHCTEMHBIM TOJXOAOM K 00eCIeYeHHIO
nH(popMannoHHON Oe3omacHocTH. CHCTEMHBIA TOAXOJ TPEIINoJiaracT IMPOBEICHUE KOMILICKCA
MEPOIPUATHIA, BKIIIOYAIOLIUX UCCIEI0BaHUE YIPo3 HH()OPMALIMOHHON O€30MacHOCTH U pa3paboTKy
cuctembl 3amuThl [1/1H, ¢ MO3UIMK KOMILIEKCHOTO TPUMEHEHHUSI TEXHUUYECKUX U OPTaHU3aI[MOHHBIX
Mep M CPEJICTB 3allHTHI.

[Tox wHpOpManmoHHO# Oe3omacHOCThIO [IJ[H MOHMMAaeTCs 3alMINEHHOCTh TEPCOHATBHBIX
JaHHBIX M oOpabaTeiBarolIeld UX HWHOPACTPYKTYPHI OT JIOOBIX CIyYaWHBIX WM 3JOHAMEPEHHBIX
BO3JICHCTBU, pe3ylIbTaTOM KOTOPBIX MOXET SIBUTHCSI HaHECeHUe yiepOa camoil nHpopMaluu, ee
Brajgensiam (cyowrektam [1/[H) wimm wHpacTpykrype. 3amaun MHPOPMAIIMOHHON OE30MacHOCTH
CBOJATCS K MUHMMH3allUU yiiepOa oT BO3MOXKHOW peanusaiuu yrpo3 6e3omacHoctu [1/IH, a Takxke
K MPOTHO3UPOBAHUIO U MPEIOTBPAILICHUIO TAKUX BO3/ICUCTBUIA.

Konnenmust ciIykuT OCHOBOW [UIsi pa3pabOTKH KOMIUIEKCa OpraHU3aldOHHBIX U
TEXHUYECKUX Mep Mo obecrieueHnto nHpopManroHHon 6e3onacHoctr OV, a Takke HOPMAaTUBHBIX
U METOJMYECKUX JTOKYMEHTOB, OOECIEUMBAIOIINX €€ peaju3alliio, U HE MPEANoaraeT MmoaMeHbI
GyHKIMH TrocylapcTBEHHBIX OpraHoB Biactu Poccuiickoil @enepanuy, OTBEYAOUIMX 34
obecniedyeHre 6€30MacHOCTH UH(DOPMAIIMOHHBIX TEXHOJIOTUN U 3aIIUTY HH(POPMAITHH.

Konnenmus SBasgeTCss METOIOJIOTHUECKON OCHOBOM I

- ¢hopMHpPOBaHUS U TIPOBEACHUS €AMHOU MOJIUTHKH B 00J1acT obOecrieueHrss 0€301acHOCTH
I[TIn B UCIIu OY;

- MIPUHATHUS YIPABIEHYECKUX PEIICHUN U Pa3paOOTKH MPAKTUYECKHX Mep MO BOILIONICHUIO
nonutuku Oe3omacHoctu IIJ[H ¥ BBIPaOOTKM KOMILIEKCA COTJIACOBAHHBIX MEP HOPMATHBHO-
MPaBOBOT'0, TEXHOJOTHYECKOTO M OPraHU3AlMOHHO-TEXHUYECKOTO XapaKTepa, HalpaBJIE€HHBIX Ha

BBISIBJICHHE, OTPAKEHNE U JTUKBHUIALMIO TIOCIEACTBAN peaIN3alliy Pa3audHbIX BUIOB yrpo3 [1/1H;

- KOOPJMHAIMYU JIEATEIbHOCTH CTPYKTYPHBIX HojpazzaeneHuii OY npu npoBeaeHUHd padoT
o pazsuturo U dkcrryaranuu MUCITJIH ¢ cobmonennem TpeboBaHuii oOecrieueHusi 6€30MacHOCTH

IT/1H;
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- pa3paboTKH MPEJIOKEHHUH 10 COBEPIICHCTBOBAHUIO MIPABOBOTO, HOPMATUBHOTO, METOIH-
YEeCKOro, TEXHHUECKOTO M Opranu3anuoHHoro obecnedenus 6ezonacHoctu [1J{n 8 UCITIxn OV .

Ob6nacts npuMeHeHnss KoHIenmu pacipoCTpaHseTcsl Ha BCe CTPYKTYPHBIC TIOpa3aeIeHUs
OV, oskcryatupyronge TeXHUYeckue U rporpammubie  cpeactBa  MCIIH, B KOTOpPBIX
OCYILIECTBIISIETCSl aBTOMaru3upoBaHHass oOpabotka IIJ[n, a Takke Ha mOApa3JEIeHHUS,
OCYIIECTBISIONINE  COMPOBOXKIEHUE,  OOCHy)KuBaHWe ©  oOecrnedeHne  HOPMAIbHOTO
¢ynkunonuposanust UCI1/IH.

[IpaBoBoit ©6a3zoif s pa3paboTku Hactosimeld KoHuenmmu ciaykat TpeOoBaHUS
neiictByromux B Poccun 3akoHOMATENbHBIX W HOPMATUBHBIX JOKYMEHTOB IO OOECIEYEHHIO

0e3omacHOCTH NepcoHaNbHbBIX AaHHbIX ([11H).
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1. O6uue moJIoKeHu st

Hacrosmas Konuenuust onpesenser OCHOBHbBIE LIENH U 33]]a4i, a TaKKe OOIIYI0 CTPAaTETHI0
MTOCTPOCHHUS CUCTEMBI 3aIUThI epcoHaTbHBIX HaHHBIX (C3I1/IH) OV, B cooTBeTcTBUH C [lepeunem
HUCIAa OY. Konuemnmus ompenenseT OCHOBHBbIE TpeOOBaHUS U 0a30Bble MOAXOIBI K HX
peanu3aiym, s TOCTHKEHUS TpeOyeMoro ypoBHs 6€30MacCHOCTH HH(POPMALIUH.

C3I[1[In mnpencraBiuser Cco0OH  COBOKYITHOCTh OpPraHU3AMOHHBIX W TEXHHUYECKHUX
MeporpusaTiuit Juis 3auuThl [1J[H OT HempaBOMEpHOro WM CIIy4alHOTO JOCTyla K HHUM,
YHUUYTOXKEHHUS, U3MEHEHHUs, OJIOKHPOBAaHUS, KOMMPOBaHUs, pacnpoctpaHenus [1J[H, a Takxke MHBIX
HEIIPAaBOMEPHBIX JACHUCTBUN C HUMU.

besonacHocThb HePCOHAJIbHBIX JAHHBIX JIOCTUTaeTCA myTeM HCKJTFOYCHUS
HECaHKIMOHUPOBAHHOTO, B TOM YHCIE CIy4ailHOro, JAOCTyHma K TMEPCOHAIBHBIM JTaHHBIM,
pE3yNbTaTOM KOTOPOTO MOXKET CTaTh YHHUYTOXKEHUE, HU3MEHEHHE, OJIOKMpOBaHWE, KOIMHMPOBAHHE,
pacrpocTpaHeHHe MTEPCOHATIBHBIX JIAHHBIX, a TAK)KE UHBIX HECAHKIIMOHUPOBAHHBIX JIEHCTBUM.

CrpykTypa, coctaB u ocHOBHble ¢yHkumu C3II[H ompenensroTcs uCXoas W3 Kiacca
UCITn. C3II[Jx BkIOYaeT OpraHu3allMOHHBIE MEpbl U TEXHUYECKUE CPEJICTBA 3AIMUTHI
nHpopManmu (B TOM uyHucie mudpoBaabHble (KpunTorpaduyecKue) CpeAcTBa, CpelCcTBa
MPEOTBPALECHUS] HECAaHKIIMOHUPOBAHHOTO JIOCTyNa, YTEUYKH HHGOpPMalUU MO TEXHUYECKUM
KaHaJIaM, MPOTPaMMHO-TEXHUYECKUX BO3JICUCTBUIM Ha TEXHUYECKHE cpeacTBa obpadotku [1/1H), a
TaK)Xe UCTIOJIb3yeMble B MH(OPMAIIMOHHON crcTeMe HHPOPMaIMOHHBIE TEXHOJIOTHUH.

OTH Mepbl IPU3BAHBI 00ECTICUNTH:

- KOH(pUAeHUMAJIbHOCTh UHPOpMalU (3alIUTa OT HECAaHKIMOHMPOBAHHOI'O O3HAKOMJIE-
HUA);

- HeJOCTHOCTh UH(OpMalMK (aKTyaJIbHOCTh M HEMPOTHUBOPEUYUBOCTh MH(POpMAIUH, €€ 3a-

IMUIICHHOCTD OT pa3pymICHUA 1 HCCAHKIMOHUPOBAHHOT O I/ISMGHGHI/IH);
= AI0CTYITHOCTb I/IH(I)OpMaI_II/II/I (BO3MO)KHOCTB 3a MMPUCMIIEMOC BpCMs IMOJIYYUTH Tpe6yeMy10

MH(OPMALIMOHHYIO YCIIYTY).

Craguu cozmanus C3I1/IH BKIIOYAOT:

- IPENNPOCKTHAs CTaausl, BKIIOUaromias mnpennpoektHoe odciemoanme MCII/IH, paspa-

0O0TKY TEXHUYECKOTO (JaCTHOTO TEXHUYECKOTO) 3aJJaHUs Ha €€ CO3/IaHue;

- cTaaus MPOeKTHpoBaHUs (pa3paboTku mpoekToB) u peanuszauuu MCII/IH, BKIOUaromas

pazpabotky C3I1/]a B coctaBe UCII/IH;

13



- craaust BBoja B nedcreue C3II/IH, BKItOUaromias OMBITHYIO SKCIUTYyaTallUI0 U MPUEMO-
CIATOYHBIC WCTBITAHUS CPEICTB 3alIUThl WH(pOpMAaNUU, a Takxke oueHKy coorBercTBus WMCIIIx
TpeGoBaHUAM 0€30MacHOCTH HHPOPMALIUH.

OpranuzallioHHBIE Mepbl MPEAYCMATPUBAIOT CO3JaHUE U MOAJEp)KaHUE MPABOBOM Oa3bl
oe3zonacHoctu [I/[H m paspaboTky (BBeIeHHME B JACHCTBUE) MPeAyCMOTpeHHBIX [lonmuTHkoit
nnpopmannonHor 6e3omacHoctu WCII[IH crneayrommx oOpraHU3alMOHHO-PACIIOPSIUTEIBHBIX
JIOKYMEHTOB:

- Ilman meponpusTuii mo odecnevenuto 3amuthl [1/1H nmpu ux odpadorke B UCII/IH;

- Ilopsmok pesepBupoBanus U BoccTaHoBieHHs padotocriocoonoctu TC u 10, 6a3 qaHHBIX
un C3U;

- JomxHoctHas uncTpykuus aamunuctpatopa WCII/Ixn B yacTtu obecriedeHus: 6e30macHo-
ctu [1/Tn npu ux o6padorke B UCII/IH;

- JlomkHOCTHAs MHCTPYKIUS aqMuHucTparopa 6ezonacuoctu UCTI/IH;

- JlomkHoctHast uHCTpyKiusa nonb3oBatens VMCII/In B yactu obecrneueHus: 6€30macHOCTH
[Tz npu ux o6padotke B UCI1/1H;

- MHCTpyKIMA 10JIB30BaTENs Ha CIIy4ail BOSHUKHOBEHUS BHEIUTATHOM CUTYallNY;

TexHr4eckue Mephl 3alUTHl PEATU3YIOTCS TIPU TTOMOIIU COOTBETCTBYIONIUX MPOTrPaAMMHO-
TEXHUYECKHUX CPEICTB U METOJOB 3aILUTHI.

[lepeueHr HEOOXOIMMBIX Mep 3alIUTHl HH(pOpPMALUK OMpelensieTcs MO pe3ylbTaTaM

BHyTpeHHel npoBepku 6e3onacHoctu UCIIIH OY.
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2. 3aauu CHCTEMBI 3aIUTHI MePCOHAIbHBIX JaHHBIX (C3I11H)

OcnoBuoit nenpto C3I1/IH sBIsIETCSI MUHMMH3aLKs yiiepOa OT BO3MOXKHOH peanu3aiuu
yrpo3 6e3omnacuoctu [1/1H.

Jlnst  TOCTHKCHUST OCHOBHOW Iienu cuctema OesomacHoctu I1[ln MCII[n  momkHa
obecnieunBath F(H(HEKTHBHOE PEIICHUE CISAYIONINX 3a/1a4:

- 3aIIMTYy OT BMermiarenabcTBa B mponecc Gpynkunonuposanuss UCII/In nocTopoHHHX JHIL
(BOo3MOXKHOCTD Hcnonb3oBanust AC 1 JOCTYII K €€ pecypcam JI0JKHBI UMETh TOJIBKO 3apETUCTPHUPO-
BaHHbIE YCTAHOBJICHHBIM MOPSIKOM IOJIb30BATEIN);

- pasrpaHMyYeHHE JOCTyla 3aperuCTPUPOBAHHBIX IOJb30BaTENIed K ammapaTHbIM, I[pO-
rpaMMHBIM 1 uHpopMarmoHHbIM pecypcam MCII/IH (BO3MOKXHOCTE JIOCTYIIA TOJIBKO K TEM pecyp-
caM U BBINIOJIHEHUS TOJBKO T€X ONepaluil ¢ HUMH, KOTOpPble HEOOXOJUMbI KOHKPETHBIM I10JIb30Ba-
tensim MUCII/IH a1 BBIOJIHEHUSI CBOUX CITY>KEOHBIX 00S3aHHOCTEH ), TO €CTh 3alUTY OT HECAHKI[U-
OHMPOBAHHOIO JIOCTYIA:

a) x uapopmanuu, mupKymupyromei B UCIITH;

0) x cpencream BbraucuTenbHON Texuukn UCIT/n;

B) K anmapaTHbIM, IIPOrPaMMHBIM H KPUNITOrpaQUUECKUM CPEICTBAM 3aIHTHI, HC-
nosib3yeMbiM B UCIT/IH;

- PETUCTpaLUIO JCHUCTBUN IOJB30BATEIEH IIPU HCIIOIB30BAHMM 3aIlMINAEMBIX PECYpPCOB
NCTI/JIH B cuCTEMHBIX KypHaJax U NEPUOJANYECKUN KOHTPOJIb KOPPEKTHOCTH JNEHCTBUI MOJIb30Ba-
TEeJIEW CUCTEMBI ITyTEM aHAIM3a COAEPKUMOTO ITUX KYpPHAJIOB;

- KOHTPOJIb LIEJIOCTHOCTH (0OecrieueHre HeM3MEHHOCTH) CPe/ibl UCIIOJIHEHUS IPOrpaMM U ee
BOCCTAHOBJICHHE B CIIy4ae HAPYILIECHUS;

- 3aIIUTY OT HECAaHKIIMOHUPOBAHHOW MOJU(UKALUU U KOHTPOJIb IEJIOCTHOCTH HCHOJb3ye-
MbIX B UCIIJIH nporpaMMHBIX CpEJICTB, a TAK)KE 3aIUTY CUCTEMBI OT BHEAPEHUSI HECAHKIIMOHUPO-
BaHHBIX IPOTPaMM;

- 3amuTy [1/IH OT yTeuku o TeXHWYECKUM KaHajaM Ipu ee 00paboTke, XpaHEHUH U Tepe-
Jlade 10 KaHaJjlaM CBSI3H;

- 3amuty [1/IH, Xpanumoii, oOpabaTbiBaeMOi U INepeaBaeMoil Mo KaHajdaM CBSI3M, OT He-
CaHKLIMOHMPOBAHHOTO Pa3IJIaIICHNs NN UCKaKEHUS;

- obecrieuyeHue KUBYYECTH KPUNTOrpapUuecKux CpeaCTB 3allUThl HHPOPMAIUU IPU KOM-
IIPOMETAIUH YaCTH KIIOUYEBON CUCTEMBI;

- CBOCBPEMEHHOE BBISIBICHUE MCTOYHUKOB yrpo3 Oe3zomacHocTH I1/[H, mpyuuH M yCIIOBUI,
CIOCOOCTBYIOIIMX HaHECEHHIO yiiepba cyorekTam [1/IH, co3manne MexaHn3Ma OnepaTUBHOTO pea-

TMpPOBaHUs Ha yrpo3bl 6e3omacHocTH [1/IH 1 HeraTHBHBIC TEHICHIINY;
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- CO3/laHUe YCIOBUH UII MUHUMH3AIUH U JOKAIM3allud HAHOCUMOTO yiepOa HempaBoMep-
HBIMH JIEHCTBUSAMU (DU3HUECKUX U IOPUINYESCKUX JUII, OcIa0JIeHe HETATUBHOTO BIIUSIHUS U TUKBU-

JaIys MOCeICTBUI HapymeHus 6e3omacHocTu [1/]H.
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3. O0beKThI 3aIIUTHI

3.1. Ilepeyenb HHPOPMALUOHHBIX CHCTEM
B OV mpousBoautcsi o6paboTka MEpPCOHATIBHBIX MAHHBIX C IOMOIIBIO HCMONB3yeMbIX B OV
NCTLH.

[Tepeuenr UCII[IH ompepensiercas Ha ocHoBaHuM OTdera 1O pe3yJibTaTaM BHYTPEHHEU

MIPOBEPKHU.

3.2. IlepedyeHb 00bEKTOB 3aAIUTHI

OOnbexTamu 3amuTHl BIsieTcs HHPopMarus, oopadareiBaemas B MCII[IH, n TexHudeckue
cpencTBa ee 00pabOTKU W 3amuThl. [lepcoHanbHbIC JaHHBIE, MMOJUICKAIINE 3aIIUTE, ONMPE/CICHBI B
[Iepeune nepcoHAIbHBIX TaHHBIX, Mo yIexKamux 3amure B UCIIH.

OOBEKTHI 3alIUTHI BKIIOYAIOT CISAYIONINE KOMIIOHEHTHI:

1) O6pabareiBaemas undopMaIus.

2) TexHosornueckas nHGOpMAaIHsI.

3) [IporpaMMHO-TEXHHYECKHUE CPEICTBA 0OPAOOTKH.

4) Cpencta 3amuThsl [1/1H.

5) Kanans! nndopmaninoHHOro 0OMeHa U TeNEKOMMYHUKAIIHH.

6) O6beKTH U TTOMEIIEHH S, B KOTOPBIX pasMelieHbl KomrnoHenTsl MCTI/Tx.
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4. Knaccudukauus nojn3oBaresieis UCII/In

[Tons3zoBarenem MCII[IH sBaseTcs U0, YydYacTBymoIlee B (PYHKIIMOHHMPOBAHHUH
MH(OPMALIMOHHONW CHUCTEMBbl MEPCOHAIBHBIX JIAHHBIX WM HCIOJB3YIOLIee pe3yabTaThl €€
¢ynkunonuposanus. B OY nons3zoBarenem VCII/In sBisercs mo60it cotpynnuk OV, uMeronmii
noctyn k MUCII/In u ee pecypcam B COOTBETCTBUH C YCTAaHOBJIEHHBIM MOPSAKOM, B COOTBETCTBUH C
ero GyHKIMOHAIbHBIMU O0S3aHHOCTSIMHU.

[TonwzoBarenu UCITIH B OV nensitcst Ha TP OCHOBHBIE KATETOPUU:

1) Anmunuctparop UCIT{n. Cotpyauuku OY, KOTOpble 3aHUMAIOTCS HACTPOMKOM, BHEN-

peHueM u corpoBokaeHneM cucreMbl. Anmunuctparop MCII/In obnagaer cieayomuM ypoBHEM

JIOCTyMa:

- o0JajaeT MojaHOW MH(pOPMAIMEH O CUCTEMHOM W IPHKJIAJHOM MPOTpaMMHOM obecrie-
yenuu UCITH;

- obnagaet nonHoM uHGopMaImeit o Texundeckux cpeactsax u konpurypamuu UCIIH;

- IMEEeT JIOCTYI KO BCEM TEXHUYECKHM CpeacTBaM 00paboTKu MH(OpPMAIMU U JaHHBIM
HUCIIdx;

- o0yiajaet nmpaBaMu KOH(PUTYPHPOBAHUS M A IMUHUCTPATUBHOW HACTPONKH TEXHHYECKHX
cpencts UCII/n.

2) Iporpammuct-pazpadotank UCIIJn. Corpynauku OY MM CTOPOHHHMX OpTaHH3AIMiA,
KOTOpBIE€ 3aHUMAIOTCA pa3padoTKoi nporpamMmHoro obecneuenus. Paspadorunk UCII/In obnanaer
CJIELYIOIIUM YPOBHEM JIOCTYIIA!

- obnmaymaer nHpopmanmeir 06 anropuT™Max M nporpammax oopaboTku MH(poOpMalUU Ha

NCII/H;

- 00y1ajaeT BO3MOXKHOCTSIMM BHECEHHs OLIMOOK, HEAEKJIaPUPOBAHHBIX BO3MOXHOCTEH,

MPOrpaMMHBIX 3aKJIaJ0K, BPEJOHOCHBIX MporpaMm B mporpamMmmHoe obecneuenne MCII/x

Ha CTaJluu ee pa3paboTKU, BHEAPEHUS U COIIPOBOXKICHHUS;

- MOXKET pacrosiarath Jo0sIMH (parmenTamMu uHpopmaruu o Tononoruu MCII[H u

TEXHUYECKHX cpesicTBax o0paboTku u 3amuThl [1/]H, oOpabdaTsiBaembix B UCII/IH.

3) Omneparop UCII/ln. Cotpynuuku moapaszaeienuii OY, ydacTBYIOIUX B HPOIECCE DKC-
ryaranuu MCITJIx. Onepatop MCII/IH o6nanaeT cienyromuM ypoBHEM JIOCTYTIA:

- o0JaaeT BCeMU HEOOXOIMMBIMU aTpuOyTamMu (HAIpHUMeEp, MapoyieM), 0O0eCTieUrBaro-

LIMMU JOCTYI K HEKOTOpOMY noaAMHO)KecTBY I1/1H;

- pacnoJjaracTt KOH(bI/I,Z[GHHI/IaJ'IBHBIMI/I JaHHBIMH, K KOTOPBIM UMECT JOCTYII.
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Kareropuu nonp3oBaTeneii JOKHBI ObITh onpenenens! s kaxaoin UCIxH. JomkHO OBITH
YTOUYHEHO PA3JEJIECHUE COTPYAHUKOB BHYTPU KaT€rOPUi, B COOTBETCTBUU C THUIIAMHU MOJIb30BATEIIEH,
onpeneaeHHbIME B [lonuTrke nHGOpMAIMOHHONW O€30MaCHOCTH.

Bce BbIsIBJIEHHBIC Tpynmbl IoJb30BaTeNnell oTpaxatrorcss B OTdeTe 1O pe3yibTaram
BHyTpeHHel mpoBepku. Ha ocHoBanum Otuera ompenemnsitoTCsl IpaBa JOCTyMa K 3JIEMEHTaM
UCIIdn s Bcex Tpymnn MoJib30BaTeNel W oTpaxkaroTcss B Marpuile JOCTyIa Mojb30Baresieid K

IT/In.
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5.  OcHoOBHbIE NPUHIUIBI IOCTPOEHHUS CHCTEMbI KOMILJIEKCHOI 3a1UThI MHGOpMaun

[Toctpoenne cucremsl obOecneuenus Oe3zonmacHoct II[ln B UCIIJlH OY wu ee
(G YHKIIMOHUPOBAHUE JOJIKHBI OCYILIECTBIATHCS B COOTBETCTBHU CO CIEAYIOIIMMH OCHOBHBIMHU

MPUHIIUIIAMH:
- 3aKOHHOCTb;
- CUCTEMHOCTb;
- KOMIUIEKCHOCTb;
- HEINPEPBIBHOCTb;
- CBOEBPEMEHHOCTb;
- IPEEMCTBEHHOCTh M HENTPEPBHIBHOCTH COBEPIICHCTBOBAHMUS;
- IEPCOHAJIbHASI OTBETCTBEHHOCTD;
- MUHUMU3aUUA IOJTHOMOYMH;
- B3aMMO/JICCTBUE U COTPYAHUYECTBO;
- THOKOCTh CHCTEMBI 3aIUTHI;
- OTKPBITOCTh aJITOPUTMOB U MEXAHU3MOB 3alLUTHI;
- IIPOCTOTA IPUMEHEHUS CPEACTB 3aALUTHI;
- Hay4YHass 000CHOBAaHHOCTh M TEXHUYECKAs PEAIN3yeMOCTb;
- crenuann3anus U mpopecCuOHANTN3M;

- 00513aTENIHbHOCTD KOHTPOJIA.

5.1. 3akoHHOCTH

[Ipeamnonaraer ocCyIiecTBICHHE 3aUTHBIX MepomnpusaThii u pazpabotky C3II[Jn OV B
COOTBETCTBUM C JEWCTBYIOUIMM 3aKOHOJATEIbCTBOM B oOmactu 3amutel [IJ[H u apyrux
HOPMATHBHBIX aKTOB IO OE30MACHOCTH MH(POPMAIIUH, YTBEPKACHHBIX OpraHaMH rocy1apCTBEHHON
BJIACTH U YNPABIICHHUS B Mpeenax uX KOMIETEHIIUH.

[Tons3zoBatenu u oOcayxuBaommii nepconan [[Jlu B UCIIJm OY nomxkHbI OBITH
OCBEJIOMJIEHBI O TMOpsAJKEe paboThl ¢ 3amuiiaeMord uHpopmanueid U 00 OTBETCTBEHHOCTH 3a

HapyuieHue 3amursl [/1H.

5.2. CucTeMHOCTH

Cucremublii  moaxon k mnoctpoenuto C3I[Jx  OY npenmonaraeT yder Bcex
B3aMMOCBSI3aHHBIX, B3aUMOJICUCTBYIOIINX W MU3MEHSIOLIMXCS BO BPEMEHU 3JIEMEHTOB, YCIOBUM U
(akToOpoB, CYIIECTBEHHO 3HAUYMMBIX /IS TMOHUMAHUS W PEHICHUS MpoOIeMbl oOecredeHus

oe3omacHoctu I1/{x B UCIT[Qu OVY.
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[Ipu co3naHnuu CUCTEMBI 3aIIUTHI TOJKHBI YUUTHIBAThCS BCe caadble U Hanbosee ysI3BUMbIE
MecTta cuctembl o0pabotku [1/1H, a Takxke Xapakrep, BO3MOKHbIE OObEKThI M HAIIPaBJICHHUS aTak Ha
CUCTEMY CO CTOPOHBI HapymuTesneil (0cOOEHHO BHICOKOKBATU(DUIIMPOBAHHBIX 37I0YMBIIIIICHHUKOB),
MyTU TPOHUKHOBeHUs B pacnpeaencHHble cucteMbl 1 HCJl k mupopmanuu. Cucrema 3auiuThbl
JIOJDKHA CTPOUTBCSI C YYE€TOM HE TOJBKO BCEX WM3BECTHBIX KaHaoB mnpoHukHoBeHHs u HCJI k
uH(pOpMAaNKY, HO U C YI4€TOM BO3MOKHOCTHU MOSBICHHUS MPUHLIUIHAIBFHO HOBBIX ITyTEH peanu3anuu

yrpo3 6e301macHOCTH.

5.3. KommiekcHocTh

KoMIuiekcHoe ucnoiab30BaHUE METOJOB U CPEACTB 3aLUTHI MPEANOIAraeT COrjJacoBaHHOE
IPUMEHEHUE Pa3HOPOJIHBIX CPEJICTB IPU IOCTPOCHUM LEIOCTHOW CHUCTEMBI  3aIUTHI,
NEPEKPBIBAIOLIECH BCE CYIIECTBEHHBIE (3HAUMMBbIE) KaHAJIbl peaju3alMd yrpo3 M He cojaeprKaluei
cJ1a0bIX MECT Ha CThIKaX OTAEIbHBIX €€ KOMIIOHEHTOB.

3ammTa JOJHKHA CTPOHUTHCS SIICTOHUPOBAHO. JIJIs KaXI0ro KaHajla yTeukd HHPOpPMAaLuu 1
JUIS KaxJ0M yrpo3bsl O€30IIaCHOCTU JIOJDKHO CYIIECTBOBAaTh HECKOJBKO 3alllUTHBIX pyOexei.
Co3naHue 3alIUTHBIX PYyOekel OCYIIEeCTBISIETCS C Y4eTOM TOro, 4TOOBI Ul UX IPEOJ0JICHUS
MOTEHIIMAJIbHOMY 3JIOYMBIIIJICHHUKY TpeOOBalUCh NpO(ecCHOHAIbHbIE HAaBBIKM B HECKOJIBKHX
HEB3aMMOCBSA3aHHbBIX 00JIACTSX.

Buemnsis 3almTa JIOJIKHA o0ecnieunBaThCs ¢buznuecKkuMu CpelcTBaMu,
OpPraHU3alMOHHBIMH W TpaBOBbIMH Mepamu. OJIHUM U3 Haubolee YKpelJeHHbIX pyoOexei
NpU3BaHbl OBITH CPEACTBA KPHUNTOrpaUuUecKod 3alUThl, peaTu30BaHHbIE C HCIHOJIb30BAHUEM
texHonoruu VPN. IlpuknanHoil ypoBeHb 3alUThl, YYUTHIBAIOLIIUN OCOOEHHOCTH MpPEIMETHOM

o0yacTy, IpeACTaBIsieT BHYTPEHHUN pyOekK 3alUThI.

5.4. HenpepbiBHOCTH 3a1iuThI [1/IH

3amura [1/lH — He pa3oBoe MeponpusTHE U HE MPOCTas COBOKYIMHOCTh IMPOBEIEHHBIX
MEPOTIPHUATHIA W YCTAaHOBJICHHBIX CPEJICTB 3alIUTHI, 2 HEMPEPHIBHBINA IIeJICHAPABICHHBINA TPOIIeCe,
MIPEIOIararoINid MPUHITHE COOTBETCTBYIOIIMX Mep Ha BceX dTamax ku3HeHHoro nukia MCIIdH.

NCTI[IH nomkHBl HAXOAUTHCS B 3aIUIEHHOM COCTOSHHUU Ha MPOTSHKEHWU BCETO BpEMEHU
X (YHKIMOHHPOBAHHS. B COOTBETCTBUM C 3THM MPUHITUIIOM JIOJDKHBI HMPUHUMATHCS MEPHI T10
HeponymeHnto nepexoaa MCII/IH B HE3aUIEHHOE COCTOSIHUE.

BonpmvHCTBY GU3MUECKUX W TEXHUYECKHX CPEICTB 3allUThl i 3(PPEKTUBHOTO
BBITIONTHEHUST CBOMX (YHKIMH HeoOXoauMa TIOCTOSHHAs TeXHUYecKas W OpraHu3al[MOHHAas
(amMUHUCTpAaTHBHAS ) TTOIJIEP)KKA (CBOEBPEMEHHAsI CMEHA M 00eCTIieYeHUE TTPABUIILHOTO XPaHECHUS U
MPUMEHEHUSI MMEH, IMapoJiel, KIoYer mudpoBaHus, MepeonpenesicHue MOJIHOMOYMM M T.IL.).
[lepepriBBl B paboTe CpPEACTB 3alIUThI MOTYT OBITh HCIIONB30BAHBI 3JTOYMBIIUICHHUKAMA IS

aHaJIn3a NPUMCHACMBIX MCTOHNOB U CPCACTB 3alUThI, IJII BHCAPCHUA CIICHHUAJIBHBIX IMTPOrpaMMHBIX
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U anmapaTHbeIX "3aKiIagok" M APYTHX CpPEACTB IPEOAOJEHHS CHUCTEMBI 3alUThl I10CIE

BOCCTAHOBJICHHS €€ (PYHKIIMOHUPOBAHUSI.

5.5. CBoOeBpeMEeHHOCTh

[Ipenmonaraer ympexgaronmii xapakrep Mep obecrneueHus Oe3omacHocTu I1J[H, TO ecTh
MOCTAHOBKY 3ajad 1o KoMmiuiekcHoi 3amute MCIIJIH w peamuszauuio Mep obOecriedeHus
o6e3onacHoctu 1/l Ha panHMX craamsx paspadotku WMCIIJIH B memoM M e€e CHCTeMbl 3allUThI
nH(OpMAaLIUY B YACTHOCTH.

Pa3paboTka cucTeMbl 3alUThI T0JKHA BECTHCH MAapaJJICIbHO C pa3padOTKON U pa3BUTHEM
caMoil 3aluIIaeMOld CHCTEMBl. OTO TO3BOJMT y4yecTh TpeOOoBaHUS O€30MacHOCTH TMpPHU
MPOEKTUPOBAHUN APXUTEKTYPbl M, B KOHEYHOM cyeTe, co3uarh Ooinee 3¢hdexkTuBHbIC (KaK IO

3aTpaTraM peCypcCoOB, TaK U I10 CTOﬁKOCTH) 3allIMIICHHBIC CUCTCMBI.

5.6. IIpeeMCTBEHHOCTH M COBEPILIEHCTBOBAHME

[IpenmnonararoT MOCTOSIHHOE COBEPIICHCTBOBAHUE MEP M CPEACTB 3alllUTHl MHPOPMALIUN HA
OCHOBE IPEEMCTBEHHOCTU OPraHU3ALMOHHBIX W TEXHMYECKUX PEIICHHM, KaJpoBOTO COCTaBa,
ananuza ¢ynkuuonupoBanus MCII[IH u ee cucTeMbl 3alIUTHl C YY€TOM M3MEHEHUI B METO/ax U
CpelcTBax IepexBaTa HMHQOpMAlMK, HOPMATHUBHBIX TpeOOBAHWN MO 3alIMUTE, JIOCTUTHYTOI'O

OTEUYECTBEHHOI'O U 3apy0eKHOI0 OMbITa B 3TOI 00J1acTH.

5.7. IlepcoHa/ibHasi OTBETCTBEHHOCTH

[Ipenmonaraer BO3J0KEHHWE OTBETCTBEHHOCTH 3a obecrneueHue OezomacHocty [IJIH u
CUCTEMBI UX 00pabOTKM Ha Ka)KJOT0 COTPYJHHUKA B Mpejesax ero rnojHoMouyuil. B coorsercTBum ¢
3TUM NPHHLUIIOM paclipe/iesieHue MpaB U 00sA3aHHOCTEH COTPYIHUKOB CTPOUTCS TaKHMM 00pazom,
4qTOOBI B Cilydae J000r0 HapylleHHs Kpyr BHHOBHHMKOB OBIT YETKO HM3BECTEH WJIM CBEICH K

MHHHMYMY.

5.8. TlpuHUMI MUHMMH3AIUHA TOJTHOMOYHIA

O3Hayaet mpeocTaBIeHIE TOIb30BATENSIM MUHIUMAIBHBIX MPaB JOCTYIAa B COOTBETCTBHH C
MIPOU3BOJICTBEHHOW HEOOXOJAMMOCTBIO, HAa OCHOBE TIPHHIMIIA «BCE, YTO HE pPa3pemieHo,
3aIpeIIeHOY.

Hoctyn k II[lH momkeH MpenocTaBIsATHCS TOJIBKO B TOM CiIyd4ae U OObeMe, €Cld ITO

HCO6XO,Z[I/IMO COTPYAHUKY IJIA BBIITOJITHCHUS €T0 JOJIPKHOCTHBIX 00513aHHOCTEH.

5.9. B3aumoaeiicTBHe U COTPYIHHUYECTBO
[Ipennonaraer co3gaHue OnaronpusTHOW aTMocdepbl B KOJJIGKTHBAX MOJPa3/eIeHul,
obecneunBaromux Gynknuonuposanue UCIIIn OV, mist cHUXEHHsI BEPOITHOCTH BO3ZHUKHOBEHUS

HEraTUBHBIX JEHCTBUI CBSI3aHHBIX C YEIOBEYECKUM (haKTOPOM.
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B Takoii 00cTaHOBKE COTPYAHUKH JTOJHKHBI OCO3HAHHO COOJIOIAaTh YCTAHOBJICHHBIE ITPAaBUiIa

1 OKa3bIBaThb COHCﬁCTBHe B ACATCIBbHOCTH HOI[paSI[eJIeHI/Iﬁ 3alIUThI I/IH(I)OpMaI_II/II/I.

5.10. T'ubxocThb cuctemsl 3amUThI [11H

[TpuHSATHIE MEpPHI U YCTAHOBJICHHBIE CPEJICTBA 3alIUTHI, OCOOCHHO B HAYAIBHBIA MEPHO UX
IKCIUTyaTallii, MOTYT 00€CleYnBaTh KaK YPE3MEPHBIA, TaK W HEAOCTATOYHBIM YPOBECHH 3aIIHTHI.
s obecrieueHHss BO3MOXKHOCTH BapbHpPOBAaHWS YPOBHEM 3allMIIEHHOCTH, CPEICTBA 3allUThI
JOJDKHBI 00J1a/1aTh OMpPENeIeHHON THOKOCThI0. OCOOCHHO Ba)KHBIM 3TO CBOMCTBO SIBIISICTCS B TEX
cllyyasix, KOTJa YCTaHOBKY CPEICTB 3alllUThl HEOOXOAMMO OCYIIECTBISATh HAa pPaOOTAIONIYIO

cHcTeMy, He Hapylas mpoliecca ee HOpMaJabHOTro (yHKIIMOHUPOBAHUSI.

5.11. OTKpBITOCTH AJITOPUTMOB U MEXAHU3MOB 3AIIMUTHI

CyTh TpUHIMIIA OTKPBITOCTH aJTOPUTMOB M MEXaHWU3MOB 3allUTBl COCTOMT B TOM, YTO
3alUTa HE JOJDKHA 00ECIeYMBATHCS TOJNBKO 32 CUET CEKPETHOCTH CTPYKTYPHOW OpTraHM3aINH U
QITOPUTMOB ()YHKITMOHUPOBAHHUS €€ MOACUCTEM. 3HAHKE AITOPUTMOB paOOTHI CHCTEMBbI 3aIUTHI HE
JOJKHO J1aBaTh BO3MOXKHOCTH €€ MpeojosieHus (naxe aBropam). OmHaKo, 3TO HE O3HAYaeT, YTO

nH(pOpMaIIKS 0 KOHKPETHOM CHCTeME 3aIIUTHI T0JDKHA OBITh 00IIEeI0CTYITHA.

5.12. IlpocTtoTa NnpuMeHEHHSs CPeICTB 3aUTHI

MexaHu3MBbl 3aIUTHl JOJHKHBI OBITh MHTYUTHBHO TMOHSTHBI U MPOCTHI B MCIOJIB30BaHUU.
[IpumeHeHne CpeaCTB 3alUThHl HE JOKHO OBITh CBA3aHO CO 3HAHWEM CIIELUATbHBIX S3BIKOB HIIU C
BBITIOJIHCHUEM JICHCTBUN, TPEOYIOMMX 3HAYUTENBHBIX JIOMOJHUTEIBHBIX TPYAO3aTpaT MpH
OOBIYHOM pabOTe 3aperuCTPUPOBAHHBIX YCTAHOBJIEHHBIM IOPSAKOM TOJIb30BATENICH, a TakKe HE
JOJKHO TpeOOBaTh OT MOJIB30BATENS BBINOJIHEHUS PYTUHHBIX MAJIOTIOHSATHBIX €My OIepaluii (BBOI
HECKOJIbKUX MapoJieil ¥ UMeH | T.11.).

JlomxHa HOCTUTAThCS aBTOMATH3allMsl MaKCUMAaJIbHOTO 4YMCia JASWCTBUM MOIL30BaTeleh U

aamuauctparopos UCIT/IH.

5.13. Hayunasi 000CHOBAaHHOCTH M TEXHHYECKAsI peaiu3yeMoCTh

I/IHCbOpMaHI/IOHHBIe TEXHOJIOTMHU, TCXHUYCCKUE U ITPOrpaMMHBIC CPCACTBA, CPEACTBA U MEPEBI
3alIUThI I/IH(i)OpMaHI/II/I JOJIPKHBI OBITH pC€ain30BaHbl HAa COBPEMCHHOM YPOBHC pa3BHUTHA HAYKH U
TEXHUKH, HAy4HO OOOCHOBAaHBI C TOYKU 3PEHHS JOCTHIKCHHS 33JJaHHOTO YpPOBHS O€30MacHOCTH
uHOpMallUd ¥ JIOJDKHBI COOTBETCTBOBATH YCTAHOBJICHHBIM HOpPMaM U TpPeOOBAHHSIM IO
6e3onacuoctu [1][H.

C3I1dn1 momkHa OBITh OPUEHTHPOBAHA HA PEUICHHUS, BO3MOXXHBIC PUCKH I KOTOPBHIX H
Mepbl MPOTUBOAECHCTBUS 3TUM PUCKAM MPOILUIM BCECTOPOHHIOI TEOPETHUECKYIO M MPaKTUYECKYIO

MPOBEPKY.
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5.14. Cpnemuaaun3anusi 1 npogeccuoHAIN3M

[Ipennonaraer mnpuBIeUeHHE K pa3padOTKEe CpPEACTB W pealM3allid Mep 3alluThl
nHGOpPMAIIMY CIICIUATM3UPOBAHHBIX OpraHW3alluii, HanOoJiee MOJITOTOBJICHHBIX K KOHKPETHOMY
BUJTY IEATEIHHOCTH 10 obecrieueHuto O6e3omacHoctu [1J]H, MMEIONUX OMBIT MPAKTHYECKON pabOThHI
U TOCYJapCTBEHHYIO JIMIICH3MIO Ha MpaBO OKa3aHWs YCIOyr B 3Toi obOmactu. Peammsanms
aJIMUHUCTPATHBHBIX MEp W OJKCIUTyaTallWsi CPEICTB 3allUThl JIOJDKHA  OCYIICCTBISTHCS

HpO(beCCI/IOHaJ'IBHO IMOATOTOBJICHHBIMHU CIICHMAJIMCTaMU oY.

5.15. O0s13aTeIbHOCTH KOHTPOJIS

[Ipennonaraer 00s3aTeIBLHOCT U CBOEBPEMEHHOCTH BBISBICHUS W IMPECEYCHUS IMOTMBITOK
HapyLICHUs] YCTaHOBJICHHBIX MpaBmi obecrieueHus Oe3onacHoct [1/lH Ha OCHOBE MCHOIB3YEMBIX
CHCTEM M CPE/ICTB 3alIUThl HH()OPMALIUHU IIPU COBEPILICHCTBOBAHUN KPUTEPUEB U METOIOB OIICHKU
3G HEKTUBHOCTH STHX CHCTEM U CPEICTB.

KoHTposib 3a [esATenbHOCTBIO JTIO00r0 IOJB30BATENs, KaKAOTO CPEICTBA 3aAIUTHl U B
OTHOIIEHUH JIO00ro 00BEKTa 3aIUTHI JO0JDKEH OCYIIECTBISTHCS HAa OCHOBE NPUMEHEHHS CPEICTB
OIIEPATHBHOTO KOHTPOJISL U PETUCTPALMU U TOJDKEH OXBAThIBATh KaK HECAHKIIMOHUPOBAHHBIE, TaK U

CaHKIIMOHUPOBAHHBIE IEUCTBUS 110JIb30BATENICH.
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6. Mepbl, METOBI U CPEICTBA o0ecriedeHHsI TPeOYyeMOro YPOBHSI 3allIUIIEHHOCTH

OOecnieueHue Tpe6yeMoro YPOBH:A 3allMIICHHOCTH JOJIDKHO JOCTUIaTbCA C
HCIIOJIB30BAHHUEM MEP, METOAOB U CPEACTB Oe3omacHocTu. Bee MCPbI obecneyeHnss 0OE30MAaCHOCTHU

NCIIJH noxpa3aensorces Ha:
- 3aKOHOJIaTeNIbHBIC (IPaBOBBIC);

- MOPAJIbHO-3THYCCKUC,

OpraHU3aIMOHHbIE (AIMUHUCTPATUBHBIC);

- (pusnueckue;

TEXHUUYECKUE (anmapaTHble U IPOrpaMMHBbIE).
[lepeuens BbIOpaHHBIX Mep oOecnieueHus Oe3onacHoCTH oTpaxkaercs B [nane meponpusaruii

10 00€eCIIeYEHHIO 3alIUThI IICPCOHAJIBHBIX TaAHHBIX.

6.1. 3akonHoaarteiibHbIe (IPAaBOBbIE) MEPbI 3AIUTHI

K npaBoBbIM Mepam 3allluThl OTHOCSITCS JEHCTBYIOIIME B CTPAHE 3aKOHBI, yKasbl U
HOpPMAaTHBHBIE aKThl, periJaMeHTUpyolue npasuia odpamenus c¢ I1/IH, 3akperisiomue npasa u
0053aHHOCTH YYaCTHUKOB HMH()OPMALMOHHBIX OTHOLIGHWH B Mpolecce ee o00paboTku U
HCIOJIb30BaHUsA, a TAaKK€ YCTaHABJIMBAIOIIME OTBETCTBEHHOCTb 3a HApYIIEHHUsS OJTHUX IMpaBull,
MPEMSTCTBYS TEM CaMbIM HEIIPABOMEPHOMY UCHOJb30BaHuo [1JIH 1 siBistomuyecs caep:KuBaronum
(akTOpOM IS MOTEHIUAIBHBIX HAPYIIUTEIEH.

IIpaBoBBIE MEpBI 3aIUTHI HOCAT B OCHOBHOM YIPEKAAIONINHI, MPO(UIAKTUYECKHH XapaKTep
u TpeOylIOT TOCTOSIHHOM pa3bsCHUTEIbHOW padOThl C TOJIB30BAaTEIIMU U  0OCTY>KHBAIOIIUM

IEpCOHAIOM CUCTEMBI.

6.2. MopaabHo-dTHYECKHE MePBbI 3aLUTHI

K MopanbHO-3THUECKMM MepaM OTHOCSTCS HOPMBI IOBEIEHHS, KOTOpPbIE TPAaTUIMOHHO
CJIOKHWJIUCh WJIM CKJIQJIBIBAIOTCS 1O Mepe pacnpocTpanenus OBM B crpane mnm olmiecTBe. OTH
HOpPMBI OOJIbIIEH YacThIO HE SBISIOTCS OO0S3aTeNbHBIMU, KaK 3aKOHOAATENBHO YTBEPXKIACHHBIE
HOpPMAaTHBHBIE aKThl, OJTHAKO, UX HECOOJII0/IECHHE BeJleT OOBIYHO K MaJECHUI0 aBTOPUTETA, MPECTUkKa
YesloBeKa, TPYMIIbI JIUI WIK OpraHu3auuu. MopallbHO-3TUYECKHE HOPMBI OBIBAIOT KaK HEMHCaHbIe
(Hanpumep, oOIIEeNTpU3HAHHBIE HOPMBI YECTHOCTH, NAaTPUOTU3MA U T.I.), TaK U MHCAHbBIE, TO €CTh
oQopMIIeHHbIE B HEKOTOPBIH CBOJ (yCTaB) MpaBWJI WM MPEANUCAHUN.

MopanbHO-3TUYECKHE MEpbl 3allUThl SBIAIOTCA NPOPMIAKTUYECKUMU M TpeOyroT
MOCTOSIHHOM  pabOThl 1O CO3JaHHIO 3J0POBOTO MOPAIbHOTO KIMMara B  KOJUJIEKTHUBAaX
nojapaszaeneHuid. MopallbHO-3TUYECKUE Mephbl 3alllUThl CHUXKAIOT BEPOSTHOCTh BO3HUKHOBEHHUS

HETaTUBHBIX JICWCTBHM, CBI3aHHBIX C YEJIOBEYECKUM (DAKTOPOM.
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6.3. OpraHu3annoHHbIE (AAMHUHUCTPATUBHbIE) MEPbI 3AIUTHI

OpranuzalnoHHble (aAMUHUCTPATUBHBIE) MEPHI 3allUTHl - 3TO MEPhl OPraHU3AIMOHHOTO
Xapakrepa, perjiaMmeHtupyromue rmnpoueccel ¢ynkinuonupoBanus WCII[IH, wucnonb3oBaHue
pecypcoB  UCIIJIH, pedarenbHOCTh OOCTYXKHMBAIONIETO TIEpPCOHANa, a TaKXKe MOPSI0K
B3aumoJeiicTBus monp3oBareneit ¢ MCII[IH Takum oOpa3om, 4TOOBI B HAMOONBIIEH CTENEHU
3aTPYJHUTH WU UCKIIIOUYUTH BO3MOKHOCTh pealiu3allui yrpo3 0e30MacHOCTH WM CHU3UTH pa3Mep
MOTEPH B CIIy4ae X pealn3alru.

['maBHas nenp agMUHUCTPATUBHBIX MEp, MPEANPUHUMAEMBIX Ha BBICUIEM YIIPABIEHYECKOM
ypoBHe — cdopmupoBath [lomutnky wuHpopmanmoHHoi Oe3onacHoctu II/IH (oTpaxkaromryio
MOAXO/bI K 3aIIUTEe HHPOPMAILIUU) U 0OECTICYUTH €€ BHITIOJIHECHHUE, BBIIETISSI HEOOXOIMMBIE PECYPCHI
U KOHTPOJIUPYSI COCTOSTHUE JEI.

Peanuzanus [lonutuku undopmanmonnoit 6e3onacHoctu [1/1n 8 UCII[IH cocTout u3 mep
aJIMUHUCTPATHBHOTO YPOBHS M OPraHU3AIMOHHBIX (ITPOIEIYPHBIX) MEP 3allUThI HHPOPMAIIHH.

K agmMuHHCTpaTMBHOMY YPOBHIO OTHOCATCS PpELIEHMS] PYKOBOJACTBA, 3aTparuBarollue
nestensHocth UCIIIH B menmom. Dtu pemieHust 3akperuisitoress B [lonmutuke unHbopMannoHHON
6e3omacHoctu. [IpumMepom Takux pemeHuii MOryT ObITh:

- MIPUHSATHE PEHIeHus: 0 (HOPMUPOBAHUU WM TIEPECMOTPE KOMIUIEKCHON MPOTrpaMMBbl obec-
neueHus 6ezonacHoctu [1/H, onmpenenenre OTBETCTBEHHBIX 3a €€ pealln3alluio;

- (popMynupoOBaHUE LieeH, TOCTaHOBKA 3a/1a4, ONpeAe/IEHUEe HAaIIPABJICHUHN IeSTEIbHOCTHU B
obnactu 6e3omnacHoctu [1/1H;

- MPUHATHE PEIICHHU MO BOMPOCaM peain3alui MporpaMmbl O€30MacHOCTH, KOTOPBIE pac-
cMaTpuBaroTcs Ha ypoBHe OV B 1ienom;

- obecreueHue HOPMATUBHOM (TIPaBOBOIT) Oa3bl BOMPOCOB 0€30MAaCHOCTH U T.I1.

[TonuTrka BepXHEro ypoBHS JIOJDKHA YETKO OYEPTUTH cepy BIUSHUS U OTPAaHUUYCHUS TIPH
onpezaeneHun uene Oe3omacHoctu IIJH, ompenenuTs KakuMU pecypcamu (MaTepuaibHbIE,
MePCOHAIT) OHU OYAYT MOCTUTHYTHI M HANTH pa3yMHBIA KOMIIPOMHUCC MEXKIY MPUEMIIEMBIM YPOBHEM
6e3onacHocTH U QpyHKIMoHanbHOCTBI0 MCTI/IH.

Ha opranuzaniioHHOM ypoBHE ONpPEAEINSIOTCA IPOLEAyphl U IpaBuia JOCTUKEHUS Lelield 1
pemenus 3anay [lonmutuku nabopmarmonHon 6ezonacHoctu I1IH. DTu mpaBmiia onpeaesnstoT:

- KakoBa 00J1acTh MPUMEHEHUS OJUTUKH Oe3omacHocTu [1/]H;

- KaKOBBI POJIH U 00513aHHOCTHU JIOJDKHOCTHBIX JIMI, OTBEYAIOIKE 3a MPOBEIECHUE MOJIUTUKHI
6e3onacHoctu [1/1H, a Takke UX yCTaHOBUTH OTBETCTBEHHOCTb;

- KTO UMeeT mnpasa gocryna k I1/1H;

- KaKUMH MEpaMHu U CpeJcTBaMu oOecrnieunBaercs 3amuta [1/1x;

26



- KAKUMH MEpaMH M CpeJICTBaMU 00ecrieuyrBaeTcsi KOHTPOJIb 32 COOIOACHNUEM BBEJICHHOTO
pexuma 0e301MacHOCTH.

OpFaHI/ISaI_II/IOHHBIe MCPbI OOJIXKHBI.

- npeaycMaTtpruBaTtb periiaMEeHT I/IH(bOpMaI_[I/IOHHBIX OTHOIHCHHfI, HCKIIIOYAOIIMX BO3MOXK-

HOCTb HECAaHKIIMOHUPOBAHHBIX JCUCTBUN B OTHOIIEHUU OOBEKTOB 3aIUTHI;

- OIpeneNsaTh KOAIUWIMOHHBIE U UepapXUUYECKUEe MPUHLHUIIBI U METOAbl pa3rpaHUYEHUs J10-
cryna k [1/1H;

- OMpEeNeNATh MOPSAOK PabOTHI C MPOTPAMMHO-MATEMATHYECKUMU U TEXHUYCCKUMHU (arma-

paTHBIMH) CPEJCTBAMHU 3AIIUTHI U KPUIITO3ALIUTHI U IPYTUX 3alUTHBIX MEXaHU3MOB;

- opranu3oBath Mepbl potuBojaericTBus HCJl mosb3oBarensiMu Ha 3Tanax ayTeHTH(HKa-
LU, aBTOPU3ALNH, HICHTU(PUKALINH, 00ECIIEYNBAIOIINX TAPAHTHH PEeaM3aIiu MIPaB U OTBETCTBEH-
HOCTH CyOBEKTOB MH(GOPMAITMOHHBIX OTHOLICHHH.

Opranu3zalioOHHbIE MEPHI IOJKHBI COCTOSITh U3:

- [lopsanka momycka COTPYIHHMKOB K Hcmoisib3oBaHuio pecypcoB UCII[n OV (Pazpemmu-
TenbHas cucreMa jgoctyna k [1/1H);

- Unctpykuuit nons3zoBareneit UCIIdn (anmunuctparopa UCIIIH, agmMunucTparopa 0e3-

omnacHoctH, oneparopa UCI1/In);

- I/IHCTp}’KI_[I/II/I MOJIb30BAaTEII IMTPU BO3HUKHOBCHUHN BHCIITATHBIX CI/ITyaI_II/II\/'I.

6.4. ®uznyeckue Mepbl 3aNUTHI

@u3nyeckrue Mephbl 3alMThl OCHOBAHbl HAa MPUMEHEHHWHM pa3HOTO pOJa MEXaHWYECKUX,
BJIEKTPO-  WJIM  BJEKTPOHHO-MEXAHUYECKUX  YCTPOWCTB M COOPYKEHUHM,  CHEUHATIBHO
MpeIHa3HAYeHHBIX AT CO3AaHUs (PU3NUECKHUX MPENATCTBUNA HAa BO3MOXKHBIX MYTSAX MPOHUKHOBEHHUS
Y JIOCTYTa MOTEHIIMANbHBIX HAPYIIUTENEH K KOMIOHEHTaM CUCTEMBI U 3alluIaeMoi HH(popMaIuu,
a TaK)Ke TEXHUYECKUX CPEJICTB BU3YaJIbHOTO HAOIIOICHHUS, CBSI3U U OXPAaHHOW CUTHAJU3AIIHNH.

dusnyeckas 3anuTa 3JaHuN, TOMEIICHUH, 00BEKTOB B CPEACTB WH(OPMATU3AINH JOKHA
OCYILIECTBJIATBCS IMYTEM YCTAHOBJEHUS COOTBETCTBYIOIIMX IIOCTOB OXpaHbl, C IOMOLIBIO
TEXHUYECKUX CPEJCTB OXpaHbl MIU JTIOOBIMU JPYTHMHU CIIOCOOAMU, TPEIOTBPAIAIOIIMMU WU
CYIIECTBEHHO 3aTPYIHSIOIMIMMU TPOHUKHOBEHHWE B 3JaHWE, ITOMEIICHHS MOCTOPOHHMX JIHII,
XUIIEHNE HMHQPOPMAIMOHHBIX HOCHUTENIEH, CaMUX CpPEIACTB HWHGOPMATH3AlNUH, HCKIIOYAIOIIUMH

HaxXOXJCHUC BHYTPU KOHTpOHpreMOﬁ (OXpaHHCMOﬁ) 30HBI TCXHUYCCKUX CPCACTB Pa3BCAKH.

6.5. AnmapaTHo-mporpaMMHbIe cpeacTBa 3aumTsl II1H
TexHuueckue (anmapaTHO-IPOrpaMMHBIE) MEpbl 3allUThl OCHOBaHbl Ha MCIIOJIB30BaHUU
Pa3IMYHBIX 3JEKTPOHHBIX YCTPOMCTB M CIIEHUANbHBIX Iporpamm, Bxomaumx B coctas MCII/x n

BBITIOJHSIONIUX (CAMOCTOSITENIbHO WJIM B KOMILJIEKCE C APYTUMHU CpelCTBaMu) (YHKIIUHU 3aIUThHI
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(upeHTH(UKAIMIO ¥ ayTEeHTU(UKALUMIO TOJIb30BATENIECH, pa3rpaHHYEHHE JOCTyNa K pecypcam,
PEerucTpanuio coObITUH, KpUNTOrpadhuIecKoe 3aKphITHE HHPOPMALIUH U T.1.).

C yderoM Bcex TpeOoBaHM W IPUHIUIIOB oOecniedeHus: 6e3onacHoctu [1/In B UCITIH mo
BCEM HANpaBJICHUSAM 3alUThl B COCTaB CHUCTEMbI 3aLIUThI JOJKHBI ObITh BKJIOUEHBI CIEAYIOIINE
CpeICTBa:

- cpencTBa UACHTU(UKAIUK (OTIO3HABAHMS) U ayTeHTU(UKAUKN (TOATBEPKICHHS TTOIJIHH-
HoctH) noas3oBareneid UCIdH;

- CpeACTBa Pa3rpaHUYCHHUs JOCTYIA 3apPETUCTPUPOBAHHBIX IOJb30BATENIEH CHUCTEMBI K pe-
cypcam UCIIIx OV,

- cpelicTBa o0ecreyeHnss U KOHTPOJIS LIEJOCTHOCTH MPOrpaMMHBIX M MH(MOPMAIIMOHHBIX pe-
CYpCOB;

- CpEICTBa OMEPATHBHOTO KOHTPOJIS M PETUCTPAIH COOBITHI 0€30MacHOCTH;

- KpunTorpapudeckue cpeacta 3amuTs! [1J1H.

YcnemHoe NpuMEHEHHE TEXHUYECKUX CPEJCTB 3alllUThl HA OCHOBAaHUM IPUHLMUIIOB (pa3zeln
5) nmpendmosaraer, YTO BBINOJHEHHE IEPEYMCICHHBIX HIDKE TpeOOBaHUiT — oOecreueHo
OpPraHU3alMOHHBIMU  (3AMUHUCTPATUBHBIMM) MEpaMM M  HCHOJb3YEMbIMH  (U3NYECKUMU
CPEICTBaMHU 3aIUTHI:

- obecrieueHa ¢pu3nvecKas 1eI0cTHOCTh Bcex kommoneHT UCTIH;

- Kaxplil cotpyanuk (monb3oBatens WCIIJIH) wim rpynma nonb3oBareneil MMeeT yHU-
KaJIbHOE€ CCTEMHOE UMSI 1 MUHUMAaJIbHO HEOOXOMMBIE JJIsl BHIITOJIHEHUSI UM CBOMX (YHKI[MOHAIb-
HBIX 003aHHOCTEH MOJTHOMOYUS IO JOCTYILY K pecypcaM CUCTEMBI;

- B UCII/In OV pazpabotka u oTsiafKa nporpaMm ocyiectsiusercs 3a npegenamu UCIT/IH,
Ha UCTIBITATENIBHBIX CTEHIAX;

- BCE M3MEHEHMs KOH(UTypaluu TeXHU4ecKuxX 1 nporpamMmmubix cpeacts MCITJIxn mpousBo-
JSITCS CTPOTO YCTAaHOBJIEHHBIM HOPSIKOM (PETUCTPUPYIOTCS M KOHTPOJIUPYIOTCS) TOJIBKO Ha OCHO-
BAHMM PacropsKeHU pykoBoacTea OV

- ceTeBoe 000pya0BaHKE (KOHIIEHTPATOPhl, KOMMYTATOPHI U T.II.) pacHojiaraeTcsi B MecTax,
HEJOCTYIHBIX JUIsSl TIOCTOPOHHUX (CHEUAIbHBIX MOMEIIEHUAX, Kadax, u T.11.).

- cienpanuctaMu OY OCyIIECTBIISIETCS HENPEPHIBHOE YIIPABJIEHWE M aJMUHHUCTPATHBHAS

noJiiep>kka (PyHKIIMOHUPOBAHHUS CPEACTB 3aIMTHI.
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7. Koutpoasb 3¢PpextuBHocTu cuctemsl 3amutbl UCII[In OY

Kontponb 3¢ dexruBnoctr C3I1IH 10MKEH OCYIIECTBISAETCS Ha TEPHOIUYECKON OCHOBE.
Lenbto KOHTpOIS 3(H(PEKTUBHOCTH SIBISIETCS CBOEBPEMEHHOE BBISBIICHUE HEHAIEKAIIUX PEKUMOB
paborer  C3IIJIn  (OTKIIOYEHHME  CpPEACTB  3AIUUTHI, HAPYIICHHE  PEKHUMOB  3aIIMTHI,
HECAaHKIMOHUPOBAHHOE WM3MEHEHHE peXHMa 3alluThl M T.I.), NPOTHO3UPOBAHUE aTak U
MIPEeBEHTUBHOE PearupoBaHre Ha HOBbIE yrpo3bl 6e3onacHocTu [1][H.

KoHTposb MOXeT mpoBOAWTHCA Kak aaMuHHCTparopamu Oe3onacHoctn MCII/IH
(ommepaTUBHBIA KOHTPOJIb B mpouecce uHbopmarmonHoro B3aummoneicteuss B WCII/IH), Tak u
MIPUBJIEKAEMBIMHU JIJI 3TOM 11€JIM KOMIIETEHTHBIMU OPraHU3ALMUSIMHU, UMEIOIIUMU JTUIEH3UIO HA 3TOT
BUJ nestenbHocTH, a Takke DCTIK Poccun u @Ch Poccuu B npesienax ux KOMIETEHITUH.

KoHTpoib MOXKET OCYHIeCTBIATHCA AAMHHHCTPATOPOM OE30MACHOCTH KaK C MOMOIIBIO
IITaTHBIX CPEICTB cucTeMbl 3amuThl [1/1H, Tak ¥ ¢ MOMOIIBIO CHEIHATBHBIX TPOTPAMMHBIX CPEJICTB
KOHTPOJISL.

Onenka ¢ dexTuBHOCTH Mep 3amuThl [1J[H MpOBOIUTCS ¢ UCTIONB30BAHUEM TEXHUYECKHUX U

MMpOorpaMMHBIX CPEACTB KOHTPOJIAL HA IPEAMET COOTBETCTBUA YCTAHOBJICHHBIM Tpe6OBaHI/I${M.
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8. Cdepnl oTBeTcTBEHHOCTH 32 6e3onacHocTh [T/ H

OTBeTCTBEHHBIM 3a pa3pabOTKy Mep M KOHTPOJIb HaJ obecredeHHeM O0e30MacHOCTH
NEePCOHATBHBIX JAaHHBIX SBISIETCS aJMHHUCTpaTop HH(OpManMOHHON Oe3omacHocTH (nmamee -
AWB), naznauaemslii npukazom aupexropa OVY.

Cdepa orBerctBenHOocTH AWDB BKiIIOYaeT cCleAylOIIMe HAINpaBICHHUS OOECIICYCHUs

oe3omacHoctu I1/H:

- [InanupoBanue u peanusaius Mep o odecreyenuro 6e3onacHoctu [1/1H.

- Ananu3 yrpo3 6e3onacHoctu [1/1H.

- Pa3zpaboTky, BHenpeHHE, KOHTPOJIb MCIIOMHEHUS U MOJEpKAaHUE B aKTyalbHOM COCTOS-
HUU TIOJUTHK, PYKOBOJICTB, KOHIEMIIHA, MPOLIEYpP, PErIaMEeHTOB, HHCTPYKIMI U JIPYTrUX OpraHu-
3alMOHHBIX IOKyMEHTOB MO 00ECTICYeHHIO O€301TaCHOCTH.

- Konrtposns 3ammmennoctu UT-undpactpykrypst OY ot yrpo3 Ub nyrem.

- Ob6yuenne u mHpopmupoBanue monb3oBarenet UCIIJIH o mopsake paboter ¢ [IJJH m

CpCACTBAMHU 3allIUTHI.

- Hpe,I[OTBpaH_IeHI/IC, BBIABJICHUC, PCArMPOBAHUC U PACCICAOBAHHC HapyI_HeHI/Iﬁ 0e3o0macHo-

ctu I1/1H.

- He pexe ogHoro pasa B kBapTai (a Ipu HAIMYUU HEOOXOJMMOCTH U yaiie) HHpOopMHUpo-
BaHUe pykoBoJicTBa OV 0 cocTosHUU MH(POPMAITMOHHON 6€30MaCHOCTH.

[Ipu B3auMOJEHCTBUU CO CTOPOHHHUMH OPTaHM3AIMSIMU B CIIydasx, KOTJa COTPYAHHUKaM
ATHX OpraHU3allMil TPEIOCTaBIsSCTCS I0CTyNm K oObekTam 3amuThl (pasaen /3/), ¢ stumu
OpraHu3alMsIMM  JIOJDKHO ObITh 3aKkitoueHo CoramieHue o KOH(UACHUMAIBHOCTH,  JHOO
Cornamenue o cobmonenun pexxuma OesonacHoctv I1JIH npu Bemmonnenuun padot B MCII/H.
[TonroToBKa THITOBBIX BapUAHTOB STUX COTJAMICHHNA OCYHIECTBISETCS COBMECTHO ¢ FOpuanieckum

OTACIIOM.
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9. Moaesb HAPYIIUTEJIA 0€30MACHOCTH

[Ton napymutenem B OY moHUMAaeTcs JMIO, KOTOPOE B PE3YJbTATE YMBIIUICHHBIX WU
HEYMBIIIUIEHHBIX JCHCTBUI MOXKET HAHECTH yiepO o0bekTaM 3amuThl (pasaen /3/).
Hapymurenu mnoapasnenstorcss no npusHaky npuHagiexxHocty k HCII[An. Bcee
HAPYIIUTEH JIEJIATCS Ha ABE PYIIIbL:
e BHCIIHWE HAPYIIUTENH — (U3MYECKHE JIUIa, HE HMMEIOIIME IpaBa NpeObIBaHHUS Ha
TEPPUTOPUHU KOHTPOIUPYEMOH 30HBI, B TIpeieTax KOTOPOil pa3MeraeTcst 000pyioBaHue
NCTIH;
e BHYTPCHHUE HAPYIIUTENIH — (PU3MUYECKHe JHIa, MMEIOUIME NpaBO MNpeObIBaHUS Ha
TEPPUTOPUU KOHTPOIMPYEMOH 30HBI, B Mpeesax KOTOPoil pa3meniaeTcss 000py10BaHUE
NCTI/n.
Knaccupukanus Hapymmrened npeactaBieHa B Mogenu  yrpo3  6e30macHOCTH

nepcoHasibHBIX JaHHBIX UCITJIH.
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10. Mopean yrpo3 6e30nmacHOCTH
st UCTTIa OV BBIACISIIOTCS CIEAYIOIINE OCHOBHBIC KaTETOPUHU YTpo3 0€3011aCHOCTH Tep-
COHAJIbHBIX JIaHHBIX:
1) Yrpos3s! OT yTeukn MO TEXHUYECKUM KaHAIaM.
2) Yrpo3bl HECAaHKIMOHMPOBAHHOTO JOCTYTIA K MH(OPMAIHH:
- Yrpo3sl yHUUTOXKEHUS, XUIeHus anmapatHeix cpenctB MCI/In Hocurenelr nadopma-
WY ITyTeM Pu3ndeckoro nocrymna k anementam UCITH.
- Yrpo3sl XHIEHHUS, HECAHKIIMOHUPOBAaHHON Moaupukanuy uiu O6J0kupoBaHus HHGOP-
Maluu 3a c4eT HecaHKiuoHuposanHoro aoctyna (HCJI) ¢ npumeHeHreM nporpaMMHoO-
annapaTHbIX U IPOrpaMMHBIX CPEJICTB (B TOM YHUCIIE IPOrPaMMHO-MATEMaTHYECKUX BO3-
JEHCTBH ).
- Yrpo3sl HeNpeaHAMEPEHHBIX JeHCTBUI TOJB30BaTENIC M HApymIEHHH 0e30macHOCTH
¢dbyaxmuonuposanust UCITIx u C3I1/1H B ee cocTaBe n3-3a cOOEB B MPOTrPaMMHOM 00ec-
MIEYEHUH, a TAaKXKE OT Yrpo3 HEAHTPOIIOIE€HHOIO (COOEB amnmnaparypbl U3-3a HEHAJE)KHOCTH
3JIEMEHTOB, COOEB JIEKTPOMMUTAHUSA) U CTUXUHHOrO (yIapoB MOJHMH, MOXKApOB, HABOJ-

HEHHH U T.II.) XapaKTepOB.
- YTpo3bl IPETHAMEPEHHBIX IEUCTBUI BHYTPEHHUX HAapYIIUTENEH.

= YFpO?;BI HCCAHKINMOHHUPOBAHHOI'O JOCTYIIA I10 KaHajlaM CBA3H.

Onucanue yrpo3, BEPOATHOCTh UX PeaTU3aliK, OMACHOCTh M aKTyaJIbHOCTh MPEICTABICHBI

B Mognenu yrpo3 6e3omacHocTu nepcoHanbHbIX qaHHbIx UCIT/IH.
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11. Mexanu3m peaaunszaunu Konnenuun

Peanmzanus KoHnenmuu qomKHA OCYIIECTBIATHCS Ha OCHOBE MEPCIEKTUBHBIX MTPOrpaMM H
TUTAHOB, KOTOPBIE COCTABIISIOTCS] HA OCHOBAHUU M BO HCITOJTHEHHE:

- (eepalIbHBIX 3aKOHOB B 00JIacTH oOecrieueHuss NHPOPMAIMOHHON 0e30MmacHOCTH | 3a-
IIUTHI HH(POPMAIIHIH;

- nocra”osiyieHui [Ipasurenscrsa Poccniickoit denepanuu;

- PYKOBOJSIIMX, OPTaHU3AI[MOHHO-PACHOPSAUTEIFHBIX ¥ METOAMYECKHX JOKYMEHTOB
®CTOK Poccuu;

- notpednocrert UCII/In B cpeacTBax obecnieueHus 6€30MacCHOCTH HHGOPMAIUH.
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12. Oxupaemblii 3¢pdexT oT peanuzanun Konnenuuu

Peammzanusa Konnenuun 6e3onacuoctu [1JIa B UCII/IH mo3BoauT:

- oUeHuTh cocTossHue Oe3onacHoctu uHpopmaruu UCII/IH, BBIABUTh HCTOYHUKU BHYTPEH-
HUX M BHEIIHUX YIpo3 HH()OPMALIMOHHOW 0€30MacHOCTH, ONPEIEIUTh IPUOPUTETHBIC HAIIPABICHUS
MPEeAOTBPALIEHUS, OTPAXKEHUS U HEUTPAIU3ALUU STUX YIPO3;

- pa3paboTaTh paCHOPSAUTENIbHBIE U HOPMATHUBHO-METOJUYECKUE JOKYMEHTHl MPUMEHU-
tenbHo K UCTI/H;

- mpoBecTH Kinaccudukanuio u ceprudukanuio UCII/IH;

- MPOBECTH OPTaHU3AIMOHHO-PEKUMHBIE U TEXHUYECKHUE MEPOIPHUATHS MO 00ECHEUYCHHUIO
oe3onacuoctu [1JIn B UCIIT/IH;

- obecrneyuTh HEOOXOANMBIN YPOBEHb 0€30MaCHOCTH OOBEKTOB 3aIIUTHL.

OcyliecTBieHHEe O3TUX MEPONPUATUI OOECHEeYUuT CO3JaHHe €AUHOM, IEJIOCTHOW W
CKOOPAMHHUPOBAHHOW cucTeMbl nHpopManmoHnHoi O0e3zomacHocTy MCIIIH u co3macTt ycinoBus Juist

€€ JAJIbHEUIIIEr0 COBEPIICHCTBOBAHUS.
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13. Cnucok MCIO0JIb30BAHHBIX HCTOYHHKOB

OCHOBHBIMH HOPMATHUBHO-IIPABOBBIMH M METOJUYECKUMH JIOKYMEHTaMH, Ha KOTOPBIX
0azupyercs HacTosmas Konnenuus, sBIsOTCS:

1 ®enepanbubiii 3akoH oT 27.07.2006 1. Ne 152-®3 «O nepcoHanbHBIX AaHHBIX» (Janee —
@3 «O mepcoHaNbHBIX JAHHBIX»), YCTAHABIUBAIOIINNA OCHOBHBIC IPUHIUIIBI U YCIOBUSA 00pabOoTKU
I1/1H, nmpaBa, 00s13aHHOCTH M OTBETCTBEHHOCTh YYaCTHUKOB OTHOILIEHUH, CBA3aHHBIX ¢ 00pabOTKON
I11n.

2 [TocranoBienue [IpaBuTenscTBa PO oT 01.11.2012 No 1119
"O6 yTBep)KaeHUH TPeOOBaHUI K 3alUTE NEPCOHANBHBIX JaHHBIX MPH UX 00paboTke B MH(pOpMa-
LIMOHHBIX CUCTEMaX MEPCOHAIbHbBIX JaHHBIX .

3 «llopsanok mpoBeaeHus KiaccupuKauy HHPOPMALMOHHBIX CHCTEM MEePCOHAIBHBIX JaH-
HBIX», YTBepkAeHHbI coBMecTHBIM [Ipukazom @CTIOK Poccuu Ne 55, ®CB Poccun Ne 86 u Mu-
HuH(popMmcBsizu PO Ne 20 ot 13.02.2008 r.

4 «Ilonoxenne 06 0COOEHHOCTIX 00PabOTKH NEPCOHABHBIX JAaHHBIX, OCYIIECTBIIIEMOH 03
UCIOJIb30BAaHUS CPE/ICTB aBTOMAaTU3alUN», yTBepkaeHHoe [locranoBnenuem IIpaButensctBa PO ot
15.09.2008 r. Ne 687.

5 HopmaruBHO-MeTOqMUecKe TOKyMEHThl DenepanbHOW CIyXKObl MO TEXHUYECKOMY H
sKcriepTHOMY KoHTpodto Poccuiickoit denepannu (nanee - ®CTIK Poccun) no odbecneuenuro 6e3-
onacHocTH [1/11 mpu ux o6padorke B UCIT/IH:

6 Pexomennanuu no oGecrneyeHnto 6€30MacHOCTH MEPCOHANIBHBIX JAHHBIX MPU UX 00padoT-
K€ B MH(QOPMAIMOHHBIX CUCTEMax MEPCOHAIbHBIX JaHHBIX, YTB. 3aM. aupektopa @CTIK Poccuu
15.02.08 r. (ACII)

7 OCHOBHbIE MEPONPUATHS IO OPraHU3aMHU U TEXHUYECKOMY 0OecreueHuI0 0e30MacH OCTH
NEePCOHATBHBIX JTAaHHBIX, 00pabaThIBaéMbIX B MH()OPMAIIMOHHBIX CHCTEMaX MEPCOHAIbHBIX JaHHBIX,
yTB. 3am. nupekropa DCTIK Poccun 15.02.08 r. (JICII)

8 Ba3oBas Mozenb yrpo3 0e30MacHOCTH MEPCOHATBHBIX JAHHBIX MPH UX 00pabOTKe B WH-
(bopMaIMOHHBIX CUCTEMaX MEePCOHANBHBIX JTaHHBIX, YTB. 3aM. aupektopa ®CTOK Poccun 15.02.08
r. (1CII)

O MeToauka onpesieneHns aKTyalbHBIX YIPO3 GE30MACHOCTH IEPCOHANBHBIX JAHHBIX IIPH

ux 00paboTke B HMH(OPMALMOHHBIX CHCTEMaxX IEPCOHAIbHBIX JIAHHBIX, YTB. 3aM. JIHPEKTOpa

®CTIK Poccun 15.02.08 r. (JICIT)
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