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IIPOKYPATYPA

ropoaa HI/DKHeBapTOBCKa

Kubepnpectyn/jieHusi, yCTAaHOBJIEHHAS] 3aKOHOM OTBETCTBEHHOCTh 32 MX
coBeplleHUEe U CIOCOObI MPe0TBPAIIeHHUS

Kubeprnpectyminenne — 3710 oOiiee Ha3BaHWE ISl BCEX THUIOB KPUMHUHAILHOM
aKTUBHOCTH, COBEPIIAEMOW C WCIOJIb30BAHUEM BBIUMCIUTEIBHBIX MAIIUH W/WIN
WNurtepnera. KubepmpecTyrieHHe MOXET COBEPIIATHCS C IMOMOIIBIO Pa3IMYHBIX
METOJI0OB M MHCTPYMEHTOB, Hamnpumep, (DUIIHUHT, BUPYCHI, HMIMUOHCKOE MPOrPAMMHOE
o0OecrieueHue, MPOrpaMMbI-BRIMOTATENIA M COLMANIbHASI WHXKEHEPUsI — 4Yallle BCEro C
LEBI0 KPaXH JTUYHBIX JAHHBIX WK (PUHAHCOBBIX CPEJICTB.

Kubepnpecrynnocts B Poccuiickoit deaepariuu Ha CETOHAIIHUN AEHb TOCTUTIIA
OonpIIOr0  pasmaxa, 4YeMmy Upe3BbIYAHO  IMOCIHOCOOCTBOBAJIO  IOBCEMECTHOE
MOAKIIOYEHHUE TpaxkaaH K HHGOPMAIIMOHHO-TEJICKOMMYHUKAITMOHHAs ceTu «HTepHeT»
C MOMOIIbI0 HOYTOYKOB, CMapT(OHOB, MIIAHIIETOB U JIPYTUX YCTPOWUCTB, U MO MpaBy
CUMTAETCS OJTHOM U3 CaMbIX MPUOBUIHHBIX Chep KPUMUHAIBHOTO OH3HECA B IEJIOM.

PaccMoTpuM HEKOTOpBIE pacnpocTpaHEeHHbIE BUJIbI KuOepripecTyrieHuid. OaHuM
U3 HUX SIBISIETCS KUOEPMOIIIEHHUYECTBO, IEJbI0 KOTOPOTO SBISETCS MNPUYMHECHHE
MaTepUaJbHOTO WJM HWHOTo ymiepba MyTeM XUIIEHUS JU4YHOM uHGOpMaluu
nojib3oBaTeNsi (HoMepa OaHKOBCKMX CU€TOB, MACIOPTHBIE AaHHBIC, KOABI, MapoOJd U
Jp.).

Hanbonee pacnpocTpaHEHHBIM BHJIOM KHOEPMOIIICHHUYECTBA SIBJISIETCS TakK
Ha3bIBa€MbIH «CKUMMHUHI». Ero cyThb 3akigiouaercss B TOM, 4YTO C IOMOIIbIO
TEXHUUYECKUX CPEACTB MPECTYNMHUKU KOMUPYIOT MArHUTHYIO TI0JIOCY KapThl H
CUMTBHIBAIOT €€ MNHUH-KOJA. Ha oCHOBE MOJNy4YeHHBIX MAAHHBIX OHHM H3TOTABIUBAIOT
MOAACIIbHYIO INTACTUKOBYIO KApTY, IMPU UCIIOIb30BAaHUU KOTOPOM JIEHBI'H CIHCHIBAIOTCS
C OpUTHHAJIA.

Hpyroit crnoco® kKuOepMOIIEHHHYECTBA — «QUIIUHT», KOTJa MPECTYIHUKU
NOJIy4aroT WHGOPMAIMI0 O KapTe IUCTAHIMOHHO. J[ls 3TOro OHM MPUCHUIAIOT
rpaxaanuny SMS ¢ npocs00ii  COOONUTH MNHH-KOA U CVV-KOJ, TPEICTaBISsACH
COTpyIHHUKaMU OaHKa.

B 1umensx mOpOTUBOAEHCTBUS Pa3BUTUI0 U POCTY KUOEPHPECTYMHOCTH,
dbenepaabHbIM  3aKOHOJATEIEM YCTAaHOBJIEHA IOpUIWYECKash OTBETCTBEHHOCTh 3a
COBEPUICHUE JAHHOTO poJa ACAHUN.

Cornacao 4. 1 cr. 159.6 YromnoBHoro koaekca Poccuiickoir denepanuu mop
MOIIIEHHUYECTBOM B c(depe KOMIbIOTEpHON HHOOpPMAIMK TOHUMAETCS XHUILICHHE
Yy>KOTO HMYIIECTBA WJIA MPUOOPETCHHE TpaBa Ha UYKO€ HMYIIECTBO IyTEM BBOJA,
yaajieHus, OJIOKMpOBaHUS, MOIU(PUKAIIUA KOMIBIOTEPHONW WHGOPMAIMK JTUOO WHOTO
BMEIIIATEILCTBA B (DYHKIIMOHMPOBAHWE CPENICTB XpaHEHUs, 00pabOTKH WU TIepenadu
KOMITBIOTEPHOU MH(MOPMAITUHU WA HHPOPMAITMOHHO-TEIEKOMMYHUKAIIMOHHBIX CETEH.

3a JaHHOE MPECTYIUIEHUE NMPEAyCMOTPEHA YroJIOBHAs OTBETCTBEHHOCTh B BUJIE
mrpada B pazmepe 10 120 teicsu pyOreit win B pazmepe 3apab0THOM IIaThl MIIK HHOTO
JI0X0/a OCYXACHHOTO 3a TIEPHUOJ IO OJTHOTO Tojia, MO0 00s3aTeNIbHbIE Pa0OTHI HA CPOK
no 360 wyacoB, nuOO HCHpaBUTENbHBIE PabOTHl HAa CPOK 1O OJHOIO Tojia, JUOO



OrpaHUY€HHe CBOOOJBI HA CPOK JO JABYX JIET, TUOO MPUHYIUTENIbHBIE pa0OThI Ha CPOK
710 IBYX JIET, JINOO apecT Ha CPOK JI0 YETHIPEX MECSIIEB.

MomenanuectBo B chepe KOMMBIOTEPHON HMH(POpPMAIMHM, COBEPIIEHHOE
MOCPEACTBOM  HEMPAaBOMEPHOTO JOCTyna K KOMIIBIOTEpHOW HH(OpManuu WM
IOCPEACTBOM  CO3JAaHMs, HCIOJB30BaHUS W  PACIPOCTPAHEHMs]  BPEJOHOCHBIX
KOMIIBIOTEPHBIX IPOrpaMM, TpeOyeT JONOJHUTENbHON KBalu(UKALUU MO CT. CT. 272,
273 wim 274.1 YronoBHoro koaekca Poccuiickoit @eneparum.

Cornacio 4. 1 cr. 159.3 VYronoBHoro koaekca Poccuiickoii denepanyu mnon
MOILIEHHUYECTBOM C MCIOJIb30BaHUEM IIATEKHBIX KapT MOHUMAETCS XUILIEHUE Yy>KOTO
UMYIIECTBA, COBEPILIEHHOE C HCIIONb30BAHUEM MOJIJECIBHON WM IpUHAAIEKAIEH
JIpyroMy JIMIy KPEIUTHOM, pacueTHOW WM HMHOM IJIATEXKHOM KapThl IMyTeM oOMaHa
YIOJTHOMOYEHHOTO pa0OTHUKA KPEAUTHOM, TOPTOBOW MIJIM UHOM OpraHU3aluu.

VYka3zaHHOe JAesHHME Haka3bpiBaeTcs mTpadom B pasmepe a0 120 teicsu pyOmeit
WIK B pa3Mepe 3apabOTHOM IJIaThl WM MHOTO JI0XOAA OCYKJIEHHOTO 3a MEPHOJ 0
OJIHOTO Troja, JMOOo o00s3aTeNbHBIMU paboTaMu Ha Cpok 10 360 wyacoB, auOO
UCITPaBUTEIBHBIMU pa0OTaMH Ha CPOK IO OJHOTO Tofa, MO0 OrpaHMYE€HHUEM CBOOOJIbI
Ha CPOK JI0 JIBYX JIET, TMOO MPUHYJIUTEIbHBIMU pabOTaMH Ha CPOK A0 JBYX JIET, JIUOO
JUILIEHUEM CBOOOIBI Ha CPOK JI0 TPEX JIET.

VYToJ0BHO-HAKa3yeMbIM JESHUEM SIBISIETCS W3TOTOBJIEHUE, MPUOOPETEHUE,
XpaHEHUE, TPaHCIOPTHUPOBKA B IEJAX MCIOJb30BAHUS WM CObITA MOAJEIbHBIX
IUTATEXKHBIX KapT, a TakKe COBIT MOAJENBHBIX IUIATEXKHBIX KapT. Taxke 3aKOHOM
YCTaHOBJEHA OTBETCTBEHHOCTb 3a HW3TOTOBJEHHE, NPUOOPETEHHE, XpaHEHHUE,
TPAHCIIOPTUPOBKY B UEISAX HCIIOJIB30BAHUA WM COBITa 3JIEKTPOHHBIX CPEJCTB,
TEXHUYECKUX YCTPOMCTB, KOMIBIOTEPHBIX MpOrpamMM, NpeIHa3HAYEHHBIX I
HEIPaBOMEPHOIO OCYILIECTBIICHUS NPUEMA, BbIauU, IEPEBOIA IEHEKHBIX CPENICTB.

[IpoTuBOfEHiCTBHE  KMOEPNPECTYIUICHHSIM  OTHOCUTCA K  KOMIIETEHILIMH
MIPaBOOXPAHUTENIHBIX OPTaHOB, YIIOJHOMOYEHHBIX Ha olecrieyeHue MHGPOPMALIMOHHON
Oe3onacHocTH. BMmecTe ¢ TeMm, psA/IOBbIE MOJIB30BATEIM TAKKE MOTYT CYIIECTBEHHO
MOCIOCOOCTBOBATh MPECEUEHUIO POCTa KHUOEPIPECTYMHOCTH, 3a0JJOKMPOBAaB OCHOBHOM
METOJT  pacHpOCTpaHEHUs  KUOEpIpecTyIUIEHWH:  BPEIOHOCHOE  IMPOrPaMMHOE
obecrieueHue.

Taxxe, B HeJSIX NpeayNnpexIeHUsT KHOeppecTyIUIEHUH TOJIb30BaTENSAM CIEIyeT
OPUJIEPKUBATBCA CIENYIOIMMX Mep HH(OPMALMOHHOW OE€30MacCHOCTH: HE 3arpykaTh
(aiibl U3 HEMPOBEPEHHBIX HCTOUHUKOB; HE IEPEXOIUTh IO CChUIKAM, COJIEPKALUMCS B
AJIGKTPOHHBIX THCbMax HE3HAKOMBIX OTIpaBUTENEH; HE COOOLaTh HUKOMY CBOM
NapOJIU U JINYHBIE TaHHBIE.

OnuuM u3 Hanbosiee A(hPEKTUBHBIX METOJOB 3alIUTHl MEPCOHATBHBIX JTAHHBIX,
COJIepIKaIUXCs Ha  KOMIIBIOTEPHBIX U MOOMJIBHBIX  YCTpPOMCTBaX, oT
HECAaHKIIMOHUPOBAHHOTO  JIOCTyNMa KHUOEPIPECTYITHUKOB TMO-TIPEKHEMY  SIBJISIETCS
MCIIOJIb30BaHUE COBPEMEHHBIX U KQUECTBEHHBIX aHTUBUPYCHBIX MPOrPaMM.

O craBmmx W3BECTHHIMU (DaKTaX COBEPIICHUS KHOEPIPECTYIUICHUH, CleayeT
HE3aMeJTUTEILHO COOOIUTh B OpTraHbl BHYTPEHHUX JIETI.
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